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About this Guide 

Readership of this 
Guide 

1 If you are using your RISC iX workstation as a stand-alone system, this Guide 
provides you with enough information to start out as a Local System 
Administrator. 

If you are using your workstation on a network, contact your network System 
Administrator or alternatively refer to the Bibliography at the back of this 
Guide, which contains a list of books suitable for UNIX System 
Administration on a network. 

This Guide assumes that you have at least read the first few introductory 
chapters of the RISC iX User Guide and that you know how to log in to your 
system as root, as detailed in the Operations Guide. 

UNIX System Administration is a very large topic to broach in one Guide 
and there are many aspects that can only be fully apprec iated by a thorough 
knowledge of the UNIX environment. ~-"~o not be put off by sometimes 
quite detailed information about the system . ,appearing in this Guide. Many 
example System Administration programs are available for you to use that 
will simplify the job of looking after your system . 

• 
If you wish to develop your System Administration skills further, you should 
refer to the Berkeley 4.3BSD System Manager's Manual which contains all the 
reference manual pages and supplementary documents for System 
Administrators as well as dipping into some of the books referenced in the 
Bibliography at the back of this G uide. 
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Overview 

Chapters 

Reference sections 

Here is a summary of the information that is contained in this G uide: 

Introduction to System Administration - gives an overview of the role of 11 

System Administrator and explains why this role is so importanr in n UNIX 
environment. 

Finding out about the filesystem - a general description of the cont cnh nnd 
structure of the filesystem, with specia l emphasis on the parts of it rhat nn• ul 
interest to a System Administrator. 

Starting up and shutting down the system - describes the Jiffcrcnl 
procedures for booting the system up into RJSC iX and bringing the sysl cm 
down safely. This chapter also introduces the RJSC iX filing system modull' 
and sho~s how it can be u~ed for performing simple System Adminlsrr:a1lo11 
tasks. 

Maintainitrg· •the filesystem - describes how to keep the fi lesystcm In n 
healthy state and also introduces some sample system maintenance scripts. 

Backing up the filesystem - details the various commands and utilit ies thnt 
yo u can use to backup your file~ystem. 

Adding and removing users - introduces the different methods available for 
adding and removing users from your system. 

Attaching peripheral devices - details the types of devices that can he 
attached to your system and d iscusses the stages involved in connecting them 10 

your mach ine. 

Using the floppy disc utilities - describes all the fl oppy d isc ut ili tiel\ t hnt 

are available o n your system. 

Setting up UUCP - describes how to set up UUCP on your system. 

The reference sect ions at the back of the Guide contain supplcmt:nlilry 
information: 

The RISCiXFS module - gtves a 
supported by the RISCiXFS module 
messages that may be displayed. 

full descriptio n 
along with a 

of the * comm11"d" 
list of I ikcl y c:rrilr 

PostScript printer filter - a full listing of the PostScript printer fi lter thltt 

enables you to attach an Apple Laser Writer to your system 
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Conventions used In · 
this Guide 

Serial · port wnnections - wiring diagrams for attaching specific peripheral · 
devices to the serial port of your system. 

Manual pages · - contains the manual pages from section 8 of the 4.3BSD 
System Manager's Manual, that have been referenced in this Guide. 

An extensive bibliography is also included along with an index to help you 
find your way around the Guide . 

. 
The following typographical conventions are used throughout this Guide: 

Convention 

<DELETE> 
<CTRL-D> 

.J 

login: 
cat 
filename 

For example: 

login: guest .J 

Another example: 

Meaning 

Press the key indicated. 
Hold down the first key and press the second. 
Press. the RETURN key . 
Text displayed on the screen. 
Text that you type in. 
A variable, where you should substitute what the word 
represents. 

.• ~ ...... . 
.. 

$ cat filename .J 

where filename is the name of the file; for example, 'readmel ': 

$ cat readmel .J 

About this Guide .. 
VII 





Introduction to System Administration 

What is System 
Administration? 

UNIX is a more complex system than single-user operating systems such as 
MS-OOS. This is because it was developed originally on machines intended 
for simultaneous multi-user access, with a team of operators assigned to 
attend to tapes and prin ters located well away from each user's terminal. 

One of the benefits .is that the system is multi-tasking, and many activities are 
simultaneously maintained by the UNIX kernel. Thus typical U NIX systems 
can be driving a printer, communicating with another system down a serial 
line and running a variety of tasks on a number of virtual terminals all at the 
same time. 

However, there are some drawbacks to this type of operating environment. For 
example: 

• You cannot just pull the plug to shut the machine down - it must be halted 
properly leaving everything in a t idy state. 

... . .. 
• Neither can you totally forget about what goes on behind the scenes and 

what housekeeping needs to be done from time to t ime to keep the system 
running smoothly. 

• You will also need to know about avoiding data loss and safeguarding 
your data by performing backups. 

• In future, you may also want to configure and adapt some of the aspects 
of the system to meet your own particular requirements, bypassing parts 
of the system you never use and avoiding questions to which you always 
give the same answer. In many cases you will find that UNIX is quite 
configurable, but you will need to find out a lot about the system before 
you start customising it. 
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Guidelines to follow 

2 

UNIX System Administration covers all these topics and more. The follllwlnw 
chapters in this manual will attempt to guide you through these acr ivilll'M hy 
firstly giving you enough background information to enable you to apprcduh• 
the task at hand, then taking you methodically through each activity. 

When performing any task on your system, always try to oh.'>l'TVl' t 11 • 
following guidelines: 

• Read through the whole procedure before starting any part of a task. 

• Do not do anything without having a pretty good idea why you nrc dohtjj 1t 
and what the consequences of your action will be. 

• If .yo_u are trying something for the first time, write down every I hlujl you 
type and what the response of the system is. If anything unQICJ)tl~lrll 
occ~rs.!.Y<?U will have a valuable record of what you did. . ' . 

If you follow the above rules, you should never run into any difficulties . 

• 
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Finding out about the filesystem 

Introduction 

Layout of the filesystem 

This chapter provides · you with some background information about the 
structure of the filesystem, how it works and where users fit in . The concepts 
described in this chapter will crop up repeatedly throughout the rest of this 
Guide, so it is essential that you digest this information fully. 

T he chapter is split up into four main actions: 

• Layout of the filesystem 

• Users of the filesystem 

• How the filesystem works 

• Mounting other UNIX filesystems 

The UN IX system is distributed with utilit ies and libraries in standard 
places in the file d irectory tree. The .. following list details the standard 
directories that are provided on your system: 

• / bin - this is the d irectory into which standard UNIX programs are 
placed , without which the system itself cannot run or work normally, such 
as shells, the basic editor ed, ls, cat etc. 

Never remove or modify anything in this directOry. Many other pieces of 
software assume nonnal operation of everything here. 

• I dev - in this directory live a number of so-called special files. These 
are pseudo-files which give direct access to various devices. 

• /e tc - this is where essential system administration files and programs 
live. Items in here should be changed with extreme care. 

• / l ib - this is where standard libraries and auxiliary programs used by 
the software in /bin live. 

Finding out about the filesystem 3 



You should never remove or modify files in this directory. 

• I t mp - this is a directory, writable by all users, where various programs 
create temporary files. Files left in here are likely to be deleted without 
notice - for example, this direcrory is cleared out every time the system is 
restarted. Therefore, files created here should be moved to a more 
sensible place quickly if they are at all valuable. 

• /usr - this directory contains a number of sub-directories, which in turn 
contain standard material not regarded as quite as essential as that in the 
preceding directories. 

• /us r I acorn - contains utility programs specific to RISC iX workstations. 

• Ius r I adm - contains various logs of system usage. These are per-process 
accounting records, which are records of each command run to 

completion, with their 1/0 and CPU usage. For example, a record of 
logins ·;;tfHi · logouts is contained in /us r I a dm/ last log; a record of each 
time the X Window System server was started is contained m 
/usr I adm/XOmsgs. 

• /usr/adm/daily, weekly and monthly - a set of three shell scripts 
for System Administration tasks. These scripts are discussed in the 
chapter, Maintaining the filesystem. 

• Ius r I adm/ dump - a directory containing a set of shell scripts for 
performing incremental backups of your system. These scripts are 
d iscussed in the chapter, Backing up the files-ystem. 

• I us rIb in - contains UN IX software not as important as the software in 
/bin. 

• /usr/ i nc lude - contains standard #include files used by the C 
compiler. 

• /us r I lib - contains libraries and auxiliary programs not quite as 
important as the software in I 1 ib. 

• / usr/local - contains programs and files local to the site. Software 
developed and used on your machine, and . bought-in third party software 
should normally go here, (except you may want to have your own 
directory of personal commands for your login id). 

• / u sr I l ocal /bin- is used to contain program files. 
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• /usr /local I 1 ib-is used to contain libraries etc. 

• / us.r /new- contains miscellaneous 'new' software. 

• / usr/ src - is ordinarily used to contain source code. For example, the 
source ~e for RISC iX is held in /us r /src/sys. Unless you are 
licenced to hold sources, this directory will be empty. 

• /usr I S.f>ool - is a directory of directories containing files used by 
cont inually-running system processes to store their work files. 

• /usr / spool / at · - is where files are saved for the at command to 
execute. 

• /usr/spool/mail - mail files are held here, with a file for each user 
owned by him, with the same name. 

• /usr I spool/ lpd - is where print spool files are saved. 

• /usr I spool/uucp - is where data and control files for pending uucp 
requests are stored. 

• /usr I spool/uucppubl ic - is a standard place where files arrive 
from remote systems. 

The originator should normally send you a message in the mail ( uucp 
can be made to generate its own rather cryptic message using the -m 
option) saying that something has ar.~iY.~~ •. and thereafter you should move 
it as soon as possible into your own space. 

• /us r /tmp - is another temporary directory. 

• Ius r I ucb - contains utility programs originating at the University of 
California at Berkeley (hence 'ucb'). 

Do note that it is not appropriate to create users with home directories high up 
in the directory structure amidst these standard directories. The root and 
/us r directories should be kept small (as directories are hard to shrink). and 
thus users are normally created at a lower level. For example, 
/usr /users/ fred or off a separate directory as in /u/ fred. 

See h ier(7) for a more extensive profile of the filesystem. 
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Administration files 

6 

The following lists summarise some of the more important administration 
files that are provided in various directories on the system, and with which you 
should become familiar. 

Files in /dev 

The files in I dev are all either block special (disc blocked devices) or 
character special devices {terminals and physical d isc devices). 

Care should be taken to preserve the access modes of access that <m: 
originally on these files . By widening the access, malicious or careless user~ 
can destroy the system completely by randomly wri ting over d isc or memory. 
On the other hand some minimal access is required; for example, ps requires 
access to probe kernel memory using the memory access device I dev I kmem. 

File .. 
console·--.-· 

eco* 
fb 

fd* 
kbd 

km em 
m em 
mouse 
null 
pty{p,q,r}* 

rf * 
rst* 

sd* 
serial 
st* 
tty 
tty{p, q , r }* 
ttyv* 

Function 

Console terminal 
Econet 
Frame buffer 

Floppy disc block devices 
Keyboard 

Kernel memory 
Physical memory 

Three-button mouse 
Sink for unwanted output; immediate EOF on input 
master pseudo terminal devices (used by network 
software) 
Raw floppy disc devices 

Raw hard d isc devices (various units and partitions) 
SCSI devices 

Serial port 
Hard disc (various uni ts and partitions) 

Generic tenninal (converted to current terminal) 
Slave pseudo termina l devices 
Virtual terminal devices 

The access modes on ldevlnul l and /dev/tty should be generall y 
accessible, ie 666. This is because /dev /nu l l is generally used everywhere 

as a character sink, and I dev It t: y is translated to mean the 'current terminal'. 
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Files in /etc 

Some programs, such as fsek, mount etc are held in here, as are the system 
startup software and daemon processes, such as in it and er on. 

File 

disktab 
dumpdates 
£sta b 

gettytab 
g roup 

motd 
m tab 
passwd 
pass wd . d ir 
passwd . pag 

p rint cap 
re 
r c . config 

re . loea l 
re.net 
re.yp 

termeap 
ttys 
utmp 

Function 

Disc device description file 

Dates when the dump was run on the system 
List of filcsystems . 
T able used by get t y 
Group file 
Message of the day 

Mount table 
Password file 
Password file database 
Password file database 

Printer description file 
Commands executed at startup 
Commands executed at startup 

Commands executed at startup 

Commands executed at startup for networked machines 
Commands executed at startup for networked machines 
running the yellow pages· n etwork look-up service 
Terminal description file · 
Terminal login description ·· 

List of currently logged-in users 

The files passwd.di r and passwd. pag are created automatically from the 
password file by the program /e t e/mkpasswd . This is run automatically by 

v i p w and use r admin . For more informat ion, refer to the chapter ent itled 
Adding and removing users, later on in this G uide. 

For more information about the commands executed by the re files, refer to 
the chapter entitled Sraning up and shutting down the system, later on in this 
Guide. ' 

The fi le mt ab is updated automatically when discs are mounted and 
unmounted. The file utmp is updated automat ically when users log in and out 
(and is used by the who command). 
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Files in /usr/lib 

The following list details the files in Ius r I lib: 

File 

crontab 
more . help 
sendmail . cf 

Files in /usr/lib/uucp 

Function 

Event table for cron 
Help file for more 
Configuration file for mail 

The following list details the files in lusr I libluucp: 

File .... 

clean .·daily 
USERFILE' ··· 

Function 

Shell script to clean up UUCP log files 
Remote uucp access permissions 

For more information about UUCP and how to set it up on your system, refer 
to the chapter entitled Setting up UUCP, later on in this Guide. 

Files in·/usr/spool 

The following list details the files in Ius r Is pool: 

File/directory 

lusrlspool 
at 
lpd 
mail 
uucp 
uucppublic 

• 

Function 

Various spooling functions 
Used to run at command 

Printer spool d irectory 
ma i l d irectory 

\ 

Used·by UtlCP to save pending jobs 
Used by uucp to receive files 
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Users of the fllesystem The UNIX operating system permits you to control access to files on the 
filesystem so that several people can share access to the machine, but no one 
can do anything to anyone else's files which is unintended. 

For each of your files you can control whether different users can read it, write 
to it, or execute it - ie run it as a program file. 

To implement this, users can have the following things associated with them: 

• username - usernames are the unique strings of characters (usually all 
lower case letters} which people log in with, and you should think of 
yourself and other users in terms of these names. 

There are some reserved names, called 'system users' built into the 
system, such as root, daemon, uucp and operator. These are 
discussed in more detail in the next section. 

Apart from this, as System Administrator you may assign whatever names 
you like to each user on the machine to distinguish each user, however 
consistency is recommended. Usual conventions are the initials of the user 
or initial plus surname. 

• userid - this is a number, between 0 and 32767, unique to the user, 
which the kernel uses to identify the user. 

Numbers between 0 and 99 are normally reserved for system users by 
convention, and 0 represents the user id of root. 

..... . ... 
• groupid - this is a second number .between 0 and 32767 which is 

associated with each user, but which may be shared between different 
users, who are all said to be in the same group. 

• gr oupname - corresponding to the groupid is a groupname, held in a 

separate file from the list of user names. Groupnames are unique names 
that are issued to a certain set of users. For example, a group of 
programmers working on a new windowing system could be in a group 
called windows. 

There are usually fewer groups than there arc users, and on many systems 
with only a small number of users, the whole concept of groups is 
somewhat redundant, all the users being put into one group. 
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Where groups are used, it is normal to permit other users in the same group 
to access more files than mher users not in the group. You might want t11 
permit other users in the same group as you to have different access to fi lt•, 
from users not in the same group. 

When you create a file , it is given your numeric userid p lus the group id of the 
directo ry in which it was created. These two ids are stored by the system, and 
subsequent att empts to access the file are controlled by comparing the u'cr 
and groupids of the user anempting to access the fil e with these stored ids. 

The userids are also used m decide who can send signals to running 
background processes using the k i l l command. Only if the uscrids match b 

this permitted; groupids are not considered. For more information, refer to 
kill(!). 

There are a number of standard user and group names which are 'built-in ' to 
the system, .... •· 

The system users are the owners of system files and programs. Some nnmcs 
may share a common userid, and some are not acrual users at a ll, hut 11 

convenient means for quickly performing system operations from the 1 og j n : 
prompt. 

• root - is the name of the so-called sut>er-user. This user is discussed more 
fully in the next section. 

• sync - is a pseudo-login name to synchronise the d iscs from the login: 
prompt . 

• ha 1 t - is a pscudo-login name tO halt the system from the 1 og in: 
prompt. 

• d a emon - is a system user under whose uscrid vanous processes needing 
to restrict access to data fi lt:s, operate. For example, line pri me r 
spooling, games maintaining score files. 

You should not need to log in as this user and you are norma lly 
prevented from doing so by a ' *' being placed in the password fk ld Dl 
the entry for daemon in the /e t c/passwd file. 

• operator - is a system user who owns many of the system fi les anJ may 
have spl:cial access to some of them. 

You shou Id no t need to log in as this user. 

Finding out about the filesystem 

I 
I 

I 
I 

I 
I 

I 
I 

I 



Root 

• uucp - is the name of the owner of the files concerned with the UNIX-to
UNIX copy system. 

You do not normally log in as uucp. Instead other UNIX systems calling 
into your machine to run uucp will log in using this userid. Instead of 

running the shell, a program called uucico is run instead. For more 
information, refer to the chapter Setting up UUCP later on in this Guide 

The following are the group names installed on the system. You are very 
unlikely to need to add new names to this list. 

• wheel - this group contains users who may execute the su command - the 
System Administrator should be added to this group. 

• daemon- this is the group name corresponding to the daemon user. 

• operator- this is the group name corresponding to the operator user. 

• staff- this is the group into which the majority of users are placed. 

root is the user with the numeric userid zero. root has all protection 
removed from file access, allowing read or write access to any file on the 
system. In addition, root can perfo rm additional administrative functions, 

such as sending messages to system processes, setting the t ime, and updating 
the CMOS RAM. 

Owing to the power of this login nam·~; · you should not get in the habit of 
logging in as root. It is all too easy to destroy files and corrupt the system. 
You should only use root access when absolutely necessary. For example, 
when performing a System Administration task such as creating a new user on 
your system. 

Likewise, the root password should be a closely guarded secret on systems 
shared by several people who may want to save important or confidential 
data which only they should access, as root can read or modify any of these 
files regardless of the access permissions. 

The command prompt (which by default is '$' fo r the Boume Shell and % for 
the C Shell) is replaced by a '#' fo r root as a warning that root access is in 
progress. You should never leave the machine unattended with this prompt 
displayed. 
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Set-user and set-group 
programs 

The su command 

Rather than logging in as r oot every time you need to perform :t Sy.-.tclll 
Administration task, you can use the su (short for set-user) command tn 
temporarily impersonate root (or another user) if you wish. To do Ml your 
groupid must be 0 (group wheel ). (This may be the only way to get r oo l 
access from a terminal if not marked secure in the / e t c/t tys file ~lT 

later.) 

Whilst running the s u command you are still logged in as you were, and til l' 

terminal 'belongs' to you, and if someone runs the who command on another 
terminal your name will continue to be displayed, but you have the ncccs~> of 
the user given with the su command (ur root if none is specified) . T his can 
be confusing - you will still be warned about mail due to you etc, but if you 
reply the reply may seem to come from you, or the other user, o r may get 
confused! d~t?~.J.1ding on the mailer. 

The main function of the su is to invoke a single administrative task, and then 

return back to the logged-in user. Note that the shell presented to you is n 
'sub-shell' of your logged-in shell, so you can drop back into your logged -In 
shell by typing <CTRL- 0>. 

Naturally you will be asked for the password of the user you want w 
impersonate when you run su. 

For more information , refer to su(l) and who (l). 

The login command 

The log in command enables you to switch completely to the o ther user as 
though you had logged out and back in again. This is appropriate where ynu 
want to perform a number of administrative tasks as root, or having done so, 

to go back to nonnal access. 

For more information, refer to log in (1) . 

UNIX has a feature enabling utilities to be developed with special 
privileges normally associated in a general way with root or another user, 
but for general use in a controlled fashion. Examples are ps and su , which 
have access to files which the general user does not normally have access. 
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How the fllesystem 
works 

The feature is the ability ro make program fil es set-user and/or set-group. 
Programs such as these arc calle<.l set-userid programs. Whilst running, these 
programs have the privileges of the owner of the file {and not the user 
running the program). The owner of the file is sai<.l to be the effective user and 
the user running it is the reaL user. 

In some cases the owner of the set-user file is root . Thus in the case of su 
the unlimited privileges, once the password is checked, of root can be 
deployed to reset the effect ive and real users as required. 

However other effective users do arise; for example uucp is set-user to user 
uucp, wh ich owns the files which control the unix-eo-unix copy package, but it 

is important to remember that the effective user uucp is no more privileged 
than other users, so uucp is unable to access files whose permissions only 
permit access by the invoking user: 

In a similar fashion, but much more rarely, program files may be set-group so 
that there is an effective groupid in effect whilst the program is run . 

You can recognise set-user and set-group when the file permtsstons are 
d isplayed using 1 s -1, thus: 

- r ws--x--x 1 r oo t 
-rwxr-sr-x 1 operator 

1604 4 J un 
23588 Jun 

18 16: 59 s e t userfi1e 
6 1986 setgroupfile 

The s in place of the access permission "'X denotes that the set-user or set

group bit is set, in fourth position for set-user, arid the seventh for set-group. 

The filesystem structure of UNIX, with its hierarchy of directOries, is one of 
its key features. It is very important tO keep the disc structures intact, as the 
kernel assumes that some files are present and correct, and if certain key 
files are damaged the system will not boot and will have to be completely 
reloaded. 

In other cases the d isc blocks used by files may overlap with consequent loss 
of data, or other curious effects may occur. 

For these reasons you should be aware of the correcr procedures to adopt, and 
how to recover if anything goes wrong. 
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How files are stored 
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A file consists of two parts: 

• The actual blocks of data of the file. 

• T he inode, which is a block of information contain ing the w h l·rl'l lho ui N 111 

the blocks of the file, and the access permissions, owner, gflH !I\ 
modification and access dates etc. 

Each inode has a corresponding inode number. This number is rhc tn\'l ll l N 

by which the kernel refers to a file. 

A directory just associates a list of names with corresponding inodc 11\ll'l llwrll. 

Given the name, the corresponding inode number allows the kerne l to fi CCc!l~ 
the file itself. It is common for several names to refer to the same lnodt• 
number and hence the same file . 

. 
A directory is itself stored as a file containing this information. T he opcrull tm· 
of searching for a file by specifying a pathname, consists of exami l)ii1J,I 
directories -.. to. find the directory name, and then looking up correspomlln 1~ 
inode numbers, to find the blocks of the next level down d irectory until lhl• 
target file is fou nd. 

For example, to look up the name /us r /users/ f red, the kernel fi rst l ook~ 

at the root directory ' /', whose inode number is conventionally 2 (numbers 0 
and 1 are reserved) to find the name us r . This has a corresponding inodc 

number, and the inode is then looked at to find the blocks of the Iu s r 
d irectory, which is then scanned for the name users and so on. 

The inode has room to store the whereabouts of only the first few blocks n( 

each file. Accordingly extra blocks are used to remember where subsequent 
blocks of the file are held, which means that there ts an escalAt ing 
requirement on disc space for larger files, and of course slower access f\S 

these extra blocks, known as indirect blocks, are referred to . . 
Blocks on the disc which aren't actually allocated to files are stored on the 
free list. In addition a free list of available inodes is maintained to cope with 
new files. It is possible to run out of inodes before running out of d isc blocks, 
but the number of inodes allocated is usually quite generous, and the 
opposite is usually the case. 
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Identifying files 

Access permissions for 
files 

For iden tification purposes, each file has associated with it three 16-bit 
quantities: 

• Mode - four bits of this determine the file format . T he most important 
two types are regular file, and directory, but in the I dev directory are 
also encountered block special and character special files, and in various 
places symbolic links, and sockets. 

The next two bits arc the set-user and set-group bits. 

• Owner - this is the numeric userid as found in the password file, and 
denotes the owner of the file, and the user to be set in the case of set-user 
files. 

• Group - this is the numeric groupid as found in the group file, and 
denotes the group of the file, and the group to be set in the case of set
group files. 

T he next bit is the sticky bit (short for save text image after execution). This 
is a special bit that can be set to increase the speed of execution of a 
regularly-run program, such as a screen editor. When a command is issued, 
all the program files pertaining to this command are found and read off the 
disc and into memo ry. If there is not enough memory to hold all these files 
along with other tasks that may be running, the text parts of the program files 
are sequenti<tlly read our to a specia l area of the disc called the swap area. 

For large programs this process of readtng··-!n files can somet imes take a 
while (remember that files are stored in separate blocks that may be 
scattered all over the disc). A way of circumventing this problem would be to 
leave the text partS of regularly-run programs permanently in the swap area 
so that they can be quickly read into memory when they are needed. This can 
be done by setting the sticky bit for a particular program. For more 
information refer to st i cky(8). 

The last nine bits are in three groups of three bits, and give read, write and 
execute pennission for the owner (referred to as the user of the file), group 
and others. These bits can be set using the chmod command (as discussed in 
the chapter entitled Using UNIX, in the RISC iX User Guide). 

The current mode for a file is displayed by 1 s - 1, in the fonn: 

- rwxr-xr-x 
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and for directories as: 

drwxr-xr-x 

The hyphen indicates absence of permission. 
' 

The x bits are replaced by s for set-user or set-group files, and the final x by 
a t for sticky text files, or append only directories. 

To change the mode of a file, you use the chmod command. This comm<md 
takes a list of one or more files preceded by instructions about which 
permissions to add or remove, for example: 

ohmod u+w fi1el 
ohmod o-rw fi1e2 fi1e3 

. · .. 

In the -fir:st example this would rum on the user's (designated by u) wri te 
(designated--by w) permission for fi ie 1. In the second example the 'other 
users', not irr· the grpup, (designated by o) read and write permission bits 
would be turned off. 

These can be strung together using commas, for example: 

ohmod u+w-s,o-r fi1e4 

would turn on the write permission and turn off the set-user bit for the owner, 
and turn off the read permission for other users on file4. 

For more information, referto chmod(l). 

You will probably find it easier to think of modes as four octal digits, once 
you have started to understand them, as the octal notation is used extensively 
in the ref~rence documentation. 
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1 Each digit denotes the set of permissions thus: 

Set-user 
Set-group 
Sticky 

4000 
2 000 
1 0 0 0 

Read by owner 
Write by owner 
Execute by owner 

4 0 0 
2 0 0 
1 0 0 

n n n 

1 

I 
I 
i 
I 

/ . 
I 
I . . 
' • I 

I 
• 

I 
I 
• 
I 

Read by group 
Write by group 
Execute by group 

.... ... ..... . 
• • 

n 

\ 
\ 

\ 
\ 

4 0 
2 0 
1 0 

\ 
\ 

\\ 
\ 
\ 
\ 
' 

\ ..•. 
·. · . 

\ ..........•. 

\\ 
• 

Read by others 4 
Write by others 2 
Execute by others 1 

chmod can take modes in numeric form, for exa111ple, typing: 

chmod 4755 f ilename 

would set the set-user bit, the read, write and execute permtsston for the 
owner, and the read and execute bits for the group and other users. Only the 
last three digits need be specified if the set-user, set-group and sticky bits are 
all to be zero. Thus: 

chmod 4755 filename 

indicates the following permissions for fi lename as follows: 

4 0 0 0 
4 0 0 
2 0 0 

Set-user 
Read by owner 

Write by owner 
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1 0 0 Execute by owner 

4 0 Read by group 

1 0 Execute by group 

4 Read by others 

1 Execute by others 

The settings for fil ename would be shown, using the 1s -1 command, as: 

- rwsr-xr -x 

In the case of directories, the mode bits mean slightly different things: 

• Read pe rmission on a directory lets you list the contents, ie the file and 
directory names within that directory using l s for example. But preven ts 

you from using 1 s - 1 or anything which would tell you an ything about 

the type or contents of each file. 
• .. 0 .• .. . . . 

• Write permission on a directory does n ot permit even root to di rectly 

write to the blocks of the d irectory. What th is means is that entries can be 
added (ie files created) or removed (ie fi les deleted) from the directory. 
However, this doesn't necessarily mean that you can read or write to the 
file; it is possible to delete a file you cannot read (h owever rm usually 

queries this). 

• Execute perm1ss1on on a d irectory (sometimes known as search 
permission) means that you can use it in a file pathname to get to a fil e in 
that or a sub-directory of the directory, for example in the pathnamc 
/ a / b /c/d all of the d irectories / , / a , / a / b and / a /b/c must all h ave 

execute pcmlission, but I a/b / c / d must, as appropriate , have read or 

write permission to access this file. 

For example a d irectory marked as: 

d r wx- -x--x ... d i rl 

would allow other users to pass through it to access files and directories 
(possibly with wider access) in that d irectory, provided they knew the n ame of 
the files or directory, b ut not to list the contents. 
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Default access 
permissions on files 

For example any of the following commands, typed by another user would be 
acceptable: 

cat dirl /filename 
1s -1 dirl/ dir2 / dir3 
cd dirl ; cat filename 

but the following command would produce an error message: 

1s dirl 
dirl unreadable 

Note that r access to a directory is not required to change directory to it, only 
x access. However once you have done so, you will not be able to successfully 

execute an ls command without arguments. 

For example, another user typing the following commands would have access 
denied: 

cd dirl 
1s - 1 
. unreadable 

In the discussion of file modes we saw how in many cases the permtsston bits 
were represented by four octal d igits, for example setting a file to mode 755 

would cause l s - l to d isplay the file as hav·ingmode -rwxr-xr-x . 
• 

Since many programs create files, it is helpful to have these files created with 
standard permissions. However this varies from one machine to another, and 
from one application to another. 

The umask is a field of nine bits passed with every process that controls 
which bits in the last nine bits of the permission requested by the creating 
program should be left on. In fact the effect is only to reduce the permission, 
so that if the program only requests certain bits when it creates files, at most 
those bits will be left on. 

For example if a program requests that a file be created with mode 6 6 6 
(read/write permission for all users, ie -rw-rw-rw-) and the umask is set 
to turn off read and wri te permission for 'others' and write permission for 
other members of the group, then the file will be created with 640 

permission instead. 
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Dates on files 

Slightly confusing to new users is the fact that the umask bits set on in the 
umask are the bits to be turned off in the access permission, thus the uma s k in 
the above example is 02 6. Another exampk would be 002 which permits 

everything except writing by 'others'. 

Do remember that if the program chooses not to specify bits when it creates 
file modes then permission in the umask field does not tum them on. T hus 
many programs create dara files with mode 666, which will be converted by 

the above umask values to 664 and 64 0 respectively. Only the compilers and 
the link editor 1d commonly create files with execute permission, with mode 
7 7 7 . 

Note that many items of UNIX software will be confused by values of the 
umask which are particularly restrictive (especially if 'owner' bits are turned 
off) or which permit wider access for 'group' or 'other' than the owner . 

... · ~ ~ .. . . 
For more information, refer to umask(l ). 

Three dates are recorded on all files in the filesystem: 

• The date the file was last read. A backup of the filesystem will 
probably affect this date which is very easily changed. It can be 
displayed using 1 s - 1 u. 

Use of. the file as a program for execution does not count as a read 
operation for this purpose. 

• The date the file was last written, or its contents modified m any way. 
This is the date which 1 s -1 displays, and is the most used. 

• T he date that some changes were made to the file, and not as described in 
some books as the creation date of the file. A change is a modification w 
the file contents (thus anything which affec ts the modification date will 
also affect th is) or some changes to the inode. Examples of changes to the 
inode are addition or removal of a hard lin k to the file, change of the 
mode or the owner. 

This date is displayed by ls -le. 

The t ouch command lets you reset all these dates on a file. For example: 

touch psfile 
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How the filesystem is 
updated 

1 will reset all the above dates of the file psfile to the current time and 
date. This is fine for updating access or modification dates but is misleading 
for the change date which is also affected. Unfortunately touch has no 
option for adjusting the access or modification dates to a file without also 
causing the change date to be updated. 

As blocks of a file arc written, and inodes updated, they are not written 
immediately to the d isc, but are held in a buffer cache of memory, to be 
written to the disc later. This not only saves disc I/0 if only part of a block is 
written in successive operations, but enables read requests to be serviced 
without reading the disc, if the;; blocks happen to be in the cache. 

However, it does mean that the disc is not necessarily up-to-date with the state 
of the filesysrem, although as the contents of the cache are turned over, the 
disc is updated. 

To tell the system to bring the d isc up-to-date with the contents of memory, 
the command sync is provided. You should always run this command if there 
is any danger of accidents. For example, if someone is working nearby who 
may upset the electricity supply, or if you are about to slightly reposition the 
machine on a desk and could jog a cable. 

To save you actually having to log in as root to do this, the pseudo-userid 
sync is provided. This login name removes the need to log in first to execute 

... . ...... 
this command; you can just type sync to t"J:!_e login: prompt instead. For more 
information, refer to s ync(8). 

When the system is halted the disc has to be made completely up-to-date 
with the conten ts of memory, otherwise parts of fil es, and more seriously, 
inodes and d irectories, may not be writ ten correctly to disc. Normally, the 
halt command mkes ctlrc of this, as it includes the sync command in p<1rt of 

its shutdown procedun' . ll1~: refore, if ha l t is always used to shutdown the 
machine, no problems :-.hould arise. 

There is additionally a continually-nmning process, called update , which is 
started up when multi-user state is entered. This comes into play every half
minute or so, and runs s ync, thus you should not lo~e more than the last ha lf
minute's worth of data should the svstem crash. 

' 
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How peripheral devices 
are referred to 

To deal with that last half-minute, the program fsck is provided, to repa ir 
the disc structures after a crash. For information about using f s ck, refer to 

the chapter Maintaining the filesystem. 

Peripheral devices are treated just the same as ordinary files and d irectories 
in the filesystem and are referred to in the I dev directory. The entries in this 

directory are special, in that no actual data is stored by the files contained in 
the directory. Instead the file names found here are used to designate 
peripheral devices instead. 

The access permissions are usually set very carefully, so that random users 
and malfunction ing cannot scribble unchecked over discs etc. 

Devices are sub-divided into two types: 
.. 

• block devices 

• character-devices 

Block devices are discs and tapes and they handle data in blocks, usually 512 
bytes in size. If you access a block device, the l/0 system converts the blocks 
into smaller units. 

In fact, the previously mentioned buffer cache comes into play for all 
references to block devices, so it is possible to read and write individual 
bytes on discs, even if the disc can only read whole numbers of sectors, the 
kernel buffering the whole sector and updating the appropriate bytes before 
rewriting. 

Character devices are much less precise in definition, as they include 
terminal and printer devices which work in terms of individual characters, and 
also include under the same heading 'raw' or 'physical' access devices to disc~ 

and tapes. 

You must be careful about using the 'raw' device, when dealing with d iscs or 
tapes because often they insist that individual read or write operations must 
be performed using an exact multiple of the sector size. This may confuse 
certain programs. If in doubt use the program dd. 

For example to access an ADFS forma t floppy, you would type: 

dd if=/dev/rfd£1024 bs=lk I etc ... 
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where dev./ rfdf1024 refers to the floppy disc and IS being used as the 
input file in the above example. 

For certain special operations on certain discs and tapes you must use the raw 
device, because the system call ioctl, which enables processes to interface 
to devices, is used to execute these operations and only uses the raw device. 
An example is the command to format a floppy, and thus the floppy disc 
format command uses the raw device. 

For example: · 

ffd 1024 
Do you really want to format the disc (yln)? y 
Commencing format of ldevlrfdfl024 
• • • 

There are other important devices in the I dev directory: 

• I dev I n ull - is the null device. Output sent to it will be harmlessly 
thrown away, and attempts to read from it will always give an immediate 
end-of-file. 

• I dev It t y - IS mapped to whatever terminal the user happens to be 
running from. 

This is useful if you have a program, or a shell script, running with output 
going to file and it becomes necesfar}i' to output a message onto the user's 
terminal. Quoting I dev I t t y saves you · from having to work out which one 
of various terminal devices (/de v /console, / devl ttyvO, 
/ devl ttyvl or a terminal emulator running under rhe X Window 
System) is the correct terminal device. For example: 

cat > /dev/tty 
hello 
hello 
there 
there 
<CTRL-D> 

For information about the other devices referred to in the I dev directory, 
refer to the chapter entitled Attaching peripheral deviCes, later on in this Guide. 
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Mounting other UNIX 
filesystems 

I 

UNIX provides facilities for adding to the extstmg filesystem by enabling 
you to access external discs that also contain UNIX filesystems and making 
this filesystem appear to become part of the current filesystem. This is known 
as mounting d iscs. 

There are a number of trivial restn cnons which apply, but the effect is to 
make the contents of a given sub-directory become the contents of the mounted 
d isc. For example: 

I 

• . 

/bin 
.. " . 

/dev /etc / lib /mnt .. . ,. "'" ... 

Existing fllesystem 

I 

la !b 

----- - ... 

/ale /b/file1 

/a/c/file2 Fllesystem to be mounted 

. 
In this example, the disc to be mounted has a root directory, corresponding to 
'I' on the existing filesystem, with sub-d irectories I a, lb and I a I c and files 
lblfilel and l a l c l fil e2. 
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If this is mounted ontO the directory /mnt for example, the tree representing 
the mounted filesystem is now available as /mnt, and the files and 
directories can be referred to as /mnt /a, / mnt/b, and /mnt /a/c and as 
/mnt/b/filel and /mn·t/a/c/file2 respectively. 

• 
I 

I ... 

/bin /dev fete /lib /mnt 

/mnt/a /mnt/b 

/mnt/a/c /mntlb/file1 
' · ~ .. 

. .. ... 
/mnt/a/c/file2 

Example of a mounted fllesystem 

A disc partition is 'mounted' using the mount commanc!, This takes a block 
device name (in the /de v directory) corresponding to the partition, and a 
directory name, and connects the two so that future references to the directory 
name correspond to files on the disc partition. 

• 
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If the directory mounted upon contains · files, then these fi les cef'tsc rn he 
available until the filesystem is unmounted. This is done with the umo u n L 

command. However if any files or directories are open on the disc, rhc 
umount command will not work. A directory is open if anyone has mttdc 
some directory on the mounted disc their current directory. (Note that they 
might have done this before they started some background process, which will 
still count). 

In the case of floppy discs, you can chose whether to create a UNIX 
filesystem on them and mount them as part of the overall directory structure, 
or create ADFS or MS-DOS structures on them. There are arguments for both 
approaches. It is certainly much easier to access individual files if a UNIX 
filesystem is created on them, but for reasons of portability, non-UNIX file 
structures are usually created., (Note chat floppies which are mountable 
filesyscem.s are very rarely portable between different versions of UNIX) . 

. Any lev~r · 'of directory may be mounted upon, including directo ries on 
.previously mounted filesystems, but usually a number of standard names are 
reserved in the root directory, such as I u, I mn t as mount points. The files 
contained therein are invisible once items are mounted, so these directories 
should not be used to store files. 

For more infonnation about mounting floppy discs as UNIX filesystems, 
refer to the chapter Using the floppy disc utilities. Also, refer to mount(8) . 
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Starting up and shutting down the system 

Introduction 

Starting up the system 

You should already be fami liar with the procedures for turning your machine 
on and shutting it down safely, as detailed in the Operations Guide. This 
chapter moves on from this and explains each of these procedures in more 
detail and discusses alternative ways of bringing up the system and shutting it 
down. 

This chapter also introduces the RISC iX filing system module, which enables 
you to configure the start up procedure and also to perform some simple 
System Administration tasks from RISC OS prior to entering RISC iX. 

As normally supplied, RlSC iX comes up automatically when switched on 
and requires little intervention, unless a fatal error occurs. The main tasks that 
are performed during the start up procedure are as follows: 

• the boot program is executed ·• ···· 

• system processes are started 

• consistency checks are performed on the filesystem 

• system enters multi-user mode 

T he following sections will describe the default start up procedure for your 
system and the part played by each of the above tasks in this procedure. 

Note that the start up procedure described is the procedure that the system 
runs through as originally supplied. However, remember that your supplier 
may have altered your system so that it enters RISC iX via RISC OS, or 
RISC iX is entered and then a window environment is started automatically 
or extra peripheral devices have been added and the start up procedure has 
been suitably changed. Some of these alternative procedures are d iscussed 
later on in this chapter. 

Starting up and shutting down the system 27 



The boot procedure 

System processes 

Checking the filesystem 

28 

The term 'boot' is derived from the expression 'w pull yourself up by )'our own 
bootstraps' and is a quite accurate description of what happens immediately 
following power on. 

Firstly, start up infonnation which is resident in C MOS RAM is read. This 
contains various parameter settings that tell the system where to find the 
various files and devices that are tO be used for start ing up RISC iX. These 
settings are not lost when mains power is switched off, since CMOS RAM is 
supported by batteries in the system unit. 

A vital part of this information is the location of the boot device that contains 
the boot program which is used to load the RISC iX kernel. 

By default, the kernel is a file called lvmunix (short for virtual memory 
unix) and is located in the root directory of the boot device which also has a 
default. .location (/ dev I st Oa - the internal hard disc). O nce the kernel is 
loaded. b;'. ·the boot program, the kernel image is then executed and by 
default defines the root filesystem to be the boot device and the swap area 
partition 1 on the root device. 

For information about how to change the CMOS RAM parameter settings that 
the boot program uses, refer to the section Using the RISCiXFS module later in 
this chapter. 

For information about how to change the batteries m the system umt, refer to 
the Operations Guide. 

Once lvmunix is loaded and the system has booted successfully, a senes of 
system processes are started. The first and probably most important system 
process that is started is init (short for initial process). init creates a 
simple shell and executes the commands contained m the shell script 
I et cl re, which contains all the other commands and system processes that 
need to be executed to boot the machine. 

One of the commands contained in letclrc that is executed by init is 
fsck (short for file system consistency check). Th is program checks out the disc 
and ensures that the structures are fully consistent , before the kernel starts to 
access them. 
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Multi-user mode 

If something goes wrong, or errors are found in the disc stntct4res, the system 
will not enter multi-user mode, but abort with a suitable error message, and 
revert to single-user mode (see below). For more information, refer to 
fsck(8). 

After fsck has been completed successfully, the main system processes are 
started up by i ni t as indicated by messages appearing on the screen. For 

example, daemons are started for electronic mail, temporary files are 
removed etc. Eventually the following prompt is displayed on the console 
terminal screen: · 

RISC iX r elease 1 . 1 
9:50am on Mon, 27 Feb 1989 on c onsole of uni x 
un i x l og i n: 

This indicates that RISC iX has been successfully booted as a stand-alone 
system and is ready to be used. At this point, the system is said to be in multi
user mode. 

In multi-user mode, the main role of in i t is to create a terminal port on 

which a user may log into and execute commands and create new shells. To 
facilitate this, in it reads the file I et c It t y s during start up and executes a 
given command for each terminal specified in the file. The command executed 
is usually /etclgetty which opens up and initialises a specified terminal 
line creating a log i n!' prompt for the us0r:---.. · 

On your system, there are four terminal ports that can be used. The first three 
ports have a getty invoked on them and the fourth entry invokes Xarm, the X 
server for the X Window System. This last entry is initially commented out. 
For more information about X a r m and how to start the X Window System, 
r.efer to the section Adjusting your system later on in this chapter. 

In the early stages of starting up, only the console terminal is active, and the 
disc~ are checked out before multi-user mode is entered. At this point, the 
system is said to be in single-user mode. 

When RISC iX is fully operational, a number of system tasks are runnmg, a 
1 og in : prompt is output with logins ready to be accepted on each terminal, 
and various disc partitions are activated. This is said to be multi-user mode. 
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You can arrange for the system to stop in single-user mode with a shell 
prompt after the initial boot using the RISC iX filing system module . 

In single-user mode, not all of the disc partitions are available, and some of 
the programs, even if they are available may complain that they cannot open 
fi les which they normally expect to find. Hence you should avoid doing 
normal work in this mode, and limit activities to filesystem checking and 
repair as well as some simple System Administration tasks. 

To come out of single-user mode and enter multi-user mode, terminate the 
single-user shell by pressing <CTRL- D> or issue the reboot (8) command. 
The system then runs through a procedure given in the shell script I e t el re 

before outputting a l og in : prompt on all the virtual terminals. 

For more informat ion about bringing your system up into single-user mode, 
refer to the section Using the RISCiXFS module later on in this chapter. 

. ., ... ..... . 
There is a further invocation of reboot, called fastboot, that you can 11sc 

to bring the system up quickly without checking the filesystem. This is 
normally used to either: 

• test any minor changes you have made to the filesystem, or 

• boot the machine quickly after it has been correctly shut down according 
to the details given in the next section. 

For more information, refer to reboo t (8) and f a stboot(8). 

Some parts of the start up procedure are put into separate shell scripts anJ 
then invoked from I e t e l re. For example, start up opewtions specific to the 
machine are put into letel r e .local, those relating to network 
communications m I e t c l re. ne t and those relating to yellow pages in 

/ etc/ r c . yp. 

The file re . l ocal is read after the filesystem has been successfu ll y 
checked. Therefore, you can place start up commands in here without fenr of 
disrupting the boot procedure. For more informat ion, refer to rc(8). 

Your system is initially configured to srart up as a standalone workstation as 
defined in the additional re file /etc/re . c onfig . For more informarion 
about this file and how to change it for d ifferent network environments, refer 
to the section Adjusting your S)'Stem later on in this chapter. 
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Shutting down the 
system 

Shutting down into 
single-user mode 

Shutting down the 
system completely 

It is particularly important to remember that on any UNIX system you cannot 
safely just 'pull the plug'. This is because the kernel keeps parts of the disc 
structures and the files on the disc in memory, so as to save continually 
reading and writing commonly-used parts of the disc. 

Similarly, processes which are running may create temporary files, or leave 
other files in a half-completed state and it may not be straigh tforward to 
clean up the mess. 

There are many different commands you can use to shut down the system: 

• shutdown 

• halt and fasthalt 

Each of the above commands are discussed in the following sections. 

To bring the system down into single-user mode, use the shutdown command. 
For example: 

shutdown +5 

A message is displayed on the screen, warnmg users that the system ts about 
to be brought down in five minutes. 

After the t ime specified has elapsed, the system will be brought down into 
single-user mode. Only the console terminal·window will now be active. 

There are other options that can be used with shutdown to bring down the 
machine then bring it up by invoking one of the boot commands. For more 
information, refer to shutdown(8). 

To shut down your local RISC iX system as cleanly as possible, use the hal t 
command. For example, at the normal shell prompt for root ( lt ), type: 

halt 

This command gently brings the syst~m down, by firstly writ ing out all cached 
information resident in memory onto disc, and then stopping execution of 
R ISC iX. This process is complete when the following messages are 
displayed: 
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Selecting RISC OS from 
RISC iX 

Adjusting your system 

sync i ng di s k s ... done 
Ha l ted 

You are then free to turn the power off. Always wait until the above messl'lge 
appears, before switching off the power. This ensures that the system hr~s 
completely shut down and that the discs are left in a consistent state. 

Note that the CMOS RAM settings in your machine may have been altered so 
that the machine returns automatically to RISC OS following a ha 1 t 
command. See the next section for more details. 

There is a further invocation of halt , called fasthal t , that you can use to 
bring the system down less gracefully and without checking the filesystem. 

For more. information, refer to halt(8), f ast ha l t(8) and sync(8) . 

. . 
If your machine is configured to start up in RISC OS and uses the RISC iX 
filing system module to invoke RISC iX, then the halt command automatically 
returns you back to RISC OS. 

If your machine is running RISC iX and is configured so that it starts up into 
RISC iX automatically, you can bring the machine down to RISC OS using the 
command: 

halt - RISCOS 

This command halts RISC iX and brings the machine down to RISC OS, 
irrespective of the configuration of the boot parameter settings in C MOS 
RAM. 

From RISC OS you then have the option of bringing the system up in multi
user or single-user mode as well as being able to peform some simple 
system administration tasks . . For more information, refer to Using the 
RISCiXFS module later on in this chapter. 

As a System Administrator, you may wish to configure parts of your system to 

sui t your needs and the needs of other users. This section shows how you can 
make adjustments, both in the nature and order of the tasks performed during 
the start up and shut down procedures. 
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Setting the date 

Setting the name of the 
machine 

It is particularly important under RISC iX to have the date and time set 
correctly. This is because: 

• files listed using 1 s - 1 t will show incorrect modification times 

• the command rnake(l) uses the file modification dates to determine which 
modules need to be rebuilt 

• if you are running external mail systems which use a modem attached to a 
telephone, calls may be placed at the wrong t imes 

• backup procedures 'will not operate properly 

On your RISC iX workstat ion the date is held in battery-backed CMOS 
RAM, so once set it shouldn't be necessary to correct the date very often, 
except when you have tO change the batteries in the system unit. 

To reset the date, log in as r oot and use the date command, with the time 
and date encoded in a string of d igits yymmddhhmm for 
year/month/day/hour/minute (each 2 digits) . For example, typing the 
following command: 

date 8811121034 

would set the time and date on the system to 10:34 on 12th November 1988 
respectively. 

On RISC iX systems the t ime is maintained in GMT and programs which 
read/write the time convert this to and frorif 'local time. However, RISC O S is 
initially set to print and enter the date and time in its local form and does not 
understand daylight-saving time. 

This d iscrepancy can be partially resolved by setting the date under RlSC iX. 
The penalty incurred is that when you use RlSC OS the time displayed is 
GMT time, which will be an hour out during the summer. 

For more information, refer to date(l). 

The login prompt that is displayed by the system following power on, 
displays a message about the version number of the software and also the 
name of the machine, referred to as the hostname. 
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Editing the message of 
the day 

• 

Starting the X Window 
System 

By default, the generic name unix is used as the hostname of the machine. 
You can alter this hostname to something more meaningful , by editing the 
following line in the file l etclrc. 

• • • 

if [ $(STANDALONE } =TRUE ] ; then 
hostname " unix" 

. . . 

For example, to change the hostname of your machine to tp6, edit the above 
line to: 

• • • 

if [ ${STANDALONE ) =TRUE] ; then 
host name " tp6 " 

• • • ~ .. '. 
... . . .. ... 

To change ·the hostname of a machine connected to a network, edit the 
following line in the file /etc/rc . net to add the desired hosmame of the 
machine: 

HOSTNAME= 

The next time you reboot the machine, you will see the new hostname 
displayed in the login prompt. 

When you first log in on any of the virtual terminals, you arc greeted with a 
message that tells you about the version of the software that the system is 
running. For example: 

RISC iX release 1 . 1 made Fri J an 13 15 :19: 07 1989 
' 

The text of this message resides in the file I et c I mat d (short for message-of
the-da)') and is created hy I et c I re, each time the system is started up . 

Using your favourite text editor, you can edit this file to add extra 
information after the version information line. For example, to inform other 
users about recent changes you have made to the system. 

The X Window System can be started manually from any of the virtual 
terminals, using the command x init, as detailed in the RISC iX User Guide. 
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Starting the machine on a 
network 

However, you can also start-up the X Window System automatically, 
following a reboot, by editing the file I et c It t y s . This file contains two 
lines that start Xarm, the server for the X Window System. One line switches 

on the X server for a colour monitor system and the other switches on the X 
server for a monochrome monitor system. 

For example: 

J Uncomment only o~e o f t he li~es "ttyvf" below to swi cch on ~he X server 
I The fol l owi ng li~e when uncommented will s wi tch on a monochrome X serve= 
t~tyvf " / usr/ bin/ Xll / xterm - L -d~splay unix : O -geometry 96x32+1-l" network on 
secure '"'•indo•rt=" /usr / b in/Xl l/Xa r m - b·""2 " 
* The fo l lowing line when uncommented wil l s ·.,itch on a colour X server 
* nyvf " /us r / bin/Xll/ xterm - L -display un i x: 0 -geometry 80x24 +1- 1 " net ·.,or:< on 
secure window~''/usr/bitl /Xll/Xarm -c4 '' 

If you have a monochrome monitor, edit the file to remove the # symbol from 
the third line. The next time the machine is rebooted, the X Window System 
will be started up in the frame-buffer device f b+kbd (short for frame buffer 
and keyboard). 

A lternatively, if this is all that you have changed, it is not worth rebooting the 
machine. To get init to read the /etc/ttys file again you can send it a 

signal (remember that it is process 1), type: 

kill -HUP 1 

The X Window 
init(8). 

System will be involred. For more information, refer to 
.. 

To disable the X Window System, just insert the lt symbol back into the line 
that you edited in /etc/ttys and reboot the machine or use the kill 
command. 

Your system is initially set up to be used as a stand-alone machine, not 
attached to a network. This configuration can be altered by changing suitable 
lines in the file /et cl re . con fig. The lines to be changed and their initial 

settings are as follows: 

• • • 

STANDALONE=TRUE 
FULLNETWORK=FALSE 
YELLOWPAGES=FALSE 
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The lines to change depend on the type of network environment th<H you arc 
connecting your system to. 

If you are connecting your system to a network that runs Sun M icrosystcm ':~ 
NFS, edit fete/re . con fig to change the settings to: 

. . . 
STANDALONE=FALSE 
FULLNETWORK=TRUE 
YELLOWPAGES=FALSE 
• • • 

If your network is also running yellow pages, the distributed network 
database, change the settings to: 

. .. · .. 
• • • 

STANDALONE=FALSE 
FULLNETWORK=TRUE 
YELLOWPAGES=TRUE 
• • • 

You will then have to edit other files on your system that give a correct 
profile of the other machines on the network. After you have edited these 
files, to get the changes to take effect on your system, you will need to 
completely reboot the machine. 

Refer to the Bibliography at the back of this Guide for manuals contammg 
information about setting your system up on a network and network System 
Administration practises . 
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Using the RISCiXFS 
module 

Selecting the 
maintenance menu 

You can perform some simple System Administration duties from RISC OS 
using the RISC iX filing system module (called the RISCiXFS module for 
short). In RISC OS, software module are the standard method of adding 
applications programs or extensions tO the operating system . 

The RISCiXFS module provides you with a sub-set of the standard RISC iX 
system calls and allows you to: 

• alter the boot procedure 

• check the state of the RISC iX filing system prior to booting- using f sck 

• make a new filing system - using mk f s 

All the above operations can be performed from either the RISC OS 
Desktop by using the maintenance menu from the !RISCiX application, or 
from the RlSC OS Supervisor command line . 

This section describes the use of the RISCiXFS module from the RISC OS 
Desktop. For information about using the module from the Supervisor 
command line, refer to Reference Section A - The RlSCiXFS module, which 
contains a full list of the * commands supported by the RISCiXFS module 
and also details the RISC iX system calls that are supported from RISC OS. 

For more general information about RlSC OS * commands and modules, 
refer to the Archimedes User Guide. 

. ... 
To bring up the maintenance menu, click Select (the left mouse burton) on the 
RISC iX icon. This displays the RISC iX boor dialogue box: 

. 

. ··•~'J"""' J ~~ ~-~• _,.A. 

·select •or• to enter the RISC iX 
optriting syste• (Note: This 

ter111inabs all active RISC OS tasks 
· .· befo~e entering RISC iX> 

I OK Cancel 
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Altering the boot 
procedure 

Position the mouse pointer over the middle of the box and click Menu (the 
middle mouse button). The maintenance menu will be displayed: 

•• 0 ,• .. ... • 

Singl~ Us~r 
no RISC OS 
D~Yic~ D~faults 
Fil~Sgst~~ Ch~ck 
Mak~ Fi 

The options listed in this menu are described in the following sections. 

As normally supplied, the system boots up automatically into RISC iX and 
enters multi-user mode when switched on. 

The first two options in the maintenance menu allow you to change this boot 
procedure in two ways. Firstly, by starting up the machine in IUSC OS anJ 
secondly, booting the machine into single-user mode. 
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The following diagram shows a schematic of the different boot options 
available: 

Single Ustr 
~ •• me liS 

Otvict Otfiults ~ 
FiltS,slto t~tck ~ 
Kokt FiltS,slto ~ 

·.,. 

POWER ON 

RISC IX 
(Single-user mode) 

. . ~ .... 

<CTRL-D> 

•, .' 

.. 

---~ 
RISC IX 

(Multi-user mode) 
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Changing the default 
boot device 

Starting up the machine in RISC OS 

To change the normal configuration of your machine so th::tr it starts up in 

RISC OS instead of din::ctly entering RISC iX, click Select ( lVC r 1lw 
'noRISCOS' menu option, removing the 'tick' alongside the option. 

The workstation will now start up in RISC OS following a power on. 

Booting from RISC OS into RISC iX single-user mode 

To boot RISC iX into single-user mode from RlSC OS, bring up the 
maintenance menu as previously described. Move the pointer to 'Single User' 
and click Select . The RlSC iX kernel is bootstrapped and the system is 
started up in single-user mode . 

. 
Booting RISC iX into single-user mode terminates all active RISC OS tasks 
completely - so before you enter RISC iX make sure that there are no 
RISC OS.fll~s that need to be saved, otherwise you will lose this work. 

Note that when the system is in single-user mode, the user is logged in ;~s 

root. As it is possible to bring the system down to single-user mode without 
having to give the root password (as detailed above), an important security 
issue is raised. This security aspect of the system is discussed in more detail 
in the section entitled Security on the system, later on in this chapter. 

To bring the system up into multi-user mode from single-user mode, press 
<CTRL-0>. 

Booting from RISC OS into RISC iX multi-user mode 

To boot RISC iX into multi-user mode from RISC OS, bring up the RISC iX 
boot dialogue box and click Select over the 'OK' option in the box. All active 
RISC OS tasks are terminated and RISC iX is booted into multi-user mode. 

By default, when the system is booted from RISC OS it boots from the device 
st 0 ( 0 , 0) which corresponds to the internal ST506 hard d isc driver, with 
major number 0, unit 0 and partition 0. 

Th is default boot device can be changed from the maintenance menu. 

To change the name of the boot device, move to the Device Defaults submenu 
o( the maintenance menu and using Select, change the name of the device that 
you wish to boot RISC iX from. 
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Running mkfs 

• 
I 
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I 
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For example, to boot from a floppy disc that has been ini tialised as a UNIX 
filesystem, change the device name to fd with major number 0, unit number 0 
and partition number 0, ie fdO ( 0 , 0) . 

The filesystem consistency check program, fsck, can he run from the 
maintenence menu and will primarily be used: 

• as a preliminary check on the state of a newly initialised filesystem, or 

• as a diagnostic tool,. if RISC iX fails to boot successfully . 

To run fsck, click Select on FileSystem Check from the maintenance menu. A 

filesystem check will be done, by default, on the internal hard disc device 
(/dev/st Oa). 

T o change the name of the device, move to the FileSystem Check submenu of 
the maintenance menu and change the name of the device that you wish to run 
fsck on. For example, to run fsck on a floppy disc that has been initialised 
as a UNIX filesystem, change the device name to I de v I fdfl 02 4 . 

For full documentation on the fsck program, refer to the manual page for 
fsck(8). 

A new UNIX filesystem can 
from the maintenance menu . 

be constructed on a named device, using mk fs 

.. ... 
. 

To run mkf s, click Select on Make FileSyscem from the maintenance menu. A 
new filesystem will be constructed, by default, on the device (I dev I st Ob) . 

To change the name of the device, move to the Make FileSystem submenu of 
the maintenance menu and change the name of the device that you wish to run 
mkfs on. 

For example, to run mk f s on a floppy disc that has been formatted using the 
command ffd 1024, change the command to: 

mkfs /dev/ f d£ 102 4 1600 10 2 4096 1024 

For full documentation on the mk f s program. refer to the manual page for 
mkfs(8) . 
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Security on the system 

Enabling secureboot 

Once the filesystem has been initialised, it can be mounted as a RlSC iX 
filesystem using *FMount under RISC OS. For more information about this 
command and other * commands supported by the RISCiXFS module, refer 
to Reference Section A - The RISCiXFS module, at the back of this Guide. 

The disc can also be mounted from RISC iX by using the mount command. 
For more information refer to the chapter Using the floppy disc utilities, later on 
in this guide. 

To prevent mischievous users from using the RISCiXFS module w bring up 
the system in single-user mode and wreaking untold havoc on the system, you 
can load the module secureboot. 

With s~·cureboot loaded, the system will automatically boot into RISC iX 
in multi~user mode, completely by-passing the RISCiXFS module and all the 
features i:hat'ir supports. 

To re-configure your machine so that it uses secureboot instead of 
RISCiXFS, bring the machine down to RISC OS by typing: 

halt -RISCOS 

In RISC OS Supervisor mode, rename the original !Boot file that loads the 
RISCiXFS module to some other name (say RFSBoot) and. rename SBBoot to 
!Boot: 

*rename $ . !Boot $ . RFSBoot 
*rename $ . SBBoot $ . ! Boot 

Then type the following configure commands: 

*Configure RMAsize 20 . 
*Configure boot 
*Configure dir 
*Configure drive 4 
*dir :4.$ 
*opt 4 2 

Press <CTRL-BREAK> to register the changes in C MOS RAM . The machine 
should display t he following prompt: 
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Disabling secureboot 

**I> !Boot (for secure RISC iX bootstrapping) 
**rmload Secureboot 

Once the module is loaded, the system will then automatically boot up into 
RJSC iX in multi-user mode. 

From now on, whenever the machine is switched on or rebooted it will always 
boot up into RlSC iX in multi-user mode, providing of course that no system 
error occurs during the booting procedure. 

All commands that previously brought the machine to RISC OS (for example 
halt -RISCOS) will have no effect and will just cause the machine to be re
booted. 

To disable secureboot, reboot the machine and press <ESC> when the 
secureboot module is being loaded, as indicated by the display below: 

** I> !Boot (for secure RISC iX bootstrapping) 
**rmload Secureboot <ESC> 
* 

Rename the Boot files back to their original names: 

*rename $.!Boot $ . SBBoot 
*rename $ . RFSBoot $.!Boot 

.. "~ .... 
Press <CTRL-BREAK> to register the changes in CMOS RAM. The machine 
should now load the RlSCiXFS module as before. 
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Maintaining the filesystem 

Introduction 

Checking the 
filesystem using fsck 

. 
This chapter introduces you to the tasks that you will have to perform to 

maintain the filesystem. This includes, maintaining the integrity of the data on 
your filesystem by running f sck (the filesystem consistency check program) 
and also keeping your filesystem tidy by removing unnecessary files that are 
created during normal working sessions. 

There are a set of shell scripts on your system that will perform these tasks 
automatically for you. Before introducing these scripts and showing you how to 

use them, the first few sections describe how to perform these tasks manually 
and also explain why these tasks need to be perfo rmed at a ll. 

The program fsck enables you to check the integrity of the UNIX filesystem 
in terms of its blocks and sizes, pathnames, link counts, inode format etc. 

The UNIX filesystem contains a number··.of complicated structures. If any 
fa ilure occurs, such as a system crash, a · power cut or anything strange 
happens, you should run the program fsck, in single-user mode. This 
program runs over the disc and repa irs damaged parts of the file structures. 
Usually, recently-created or modified files will be damaged, but now and 
again some quite substantial parts of the system may be damaged. 

The main cause of damage to the filesystem is because disc blocks are 
buffered in memory in the buffer cache for some t ime befo re being wrirren 
ovt to disc. Therefore, if the system crashes, there may be some parts of the 
fi lesystem that did not get written out to the disc and are still stored in the 
buffer cache. 

On systems with less than 100 MByte of disc smmge, it is advisable to run 
f s c k every t ime the system goes mult i-user - since the time taken to check the 

d iscs is only a few minutes . 
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Reboot wi1h no sync 

Preening 

Running fsck 
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The existence of the file /slowboot will cause the /etc /rc script tu use 
fsck to check filesystems every time the system goes multi-user. O n lnrgcr 

systems, this file can be removed, but you should remember to do <1 mnnwd 
f s ck at the single-user prompt if the system had previously crashed. 

If f sck discovers and corrects faults in the filesystem, then there will be a 
problem if the kernel is holding cached copies of the repaired structures. 
Executing sync will cause those faulty structures to be written back, 
destroying the work which fsck has done. 

In this instance fsc k will tell you to 'reboot without do i ng a sync ', 

as the sync, or indeed the halt or reboot command, which both include 
sync, ~ill rewrite the erroneous data structures which fsck has just 
carefully corrected. In this instance, and only in this instance, you should press 
the reset· .. . ~_u~ton at the back of the keyboard; this will halt RISC iX 
immediately · and restart the machine in either RISC OS or RISC iX 
depending upon the 'noRISCOS' setting of the RJSCiXFS module. 

If the machine boots autOmaticalJy into RISC iX when it is switched on , then 
f sck will be run in preen mode, in which a quick check of the dbc will take 
place looking for common errors. 

If fsck detects any errors, they will be repaired as indicated by a 
confirmatory message and the machine will stay in single-user mode. You 
should immediately reboot the machine, using the reboot command. 

To run f s ck, bring the system down to single-user mode, by typing: 

shutdown now 

Once the machine is in single-user mode, type: 

fsck 

By default, fsc k will read the file /etc/ fs tab to determine which 
filesys tems to check. As supplied, the RISC iX workstation has just one entry 
for the internal hard disc in fstab, so fsck will check the device 
I dev Is t 0 a as if you had typed: 

fsck / dev/ stOa 
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Common problems 

If you want to check out a filesystem that has been created on a floppy disc 
(which does not have to be done in single-user mode if the disc 1s not 
mounted), type: 

fsck / dev/ rfdfl024 

where I dev I rfdfl 02 4 is the block device that refers to the floppy disc on 
which fsck is to be run. 

In most cases you should reply y to any question which fsck asks when it is 
checking the filesystetn. You can use fsck with the argument '-y' to 
automatically answer 'yes' to all questions. For example: 

fsck -y / dev/rfdfl024 

If there are a very large number of errors, or f sck gives up altogether, the 

filesystem is very badly damaged and you are best advised to recover the 
system completely from backup media. For information on how to do this, 
refer to the chapter entitled Backing up the files-ystem, later on in this Guide. 

If any file names are displayed in the course of the operation of fsck, you 

should note down their names and ensure as soon as the system is running 
again that they are intact, reloading from backup media if necessary. 

Now and again fsck will find a file that does not have a d irectory referring 
to it. In this case it will say something like:· · ... _ · 

UNREF FILE 1=123 4 SIZE=3921 USER=abcd 
RECONNECT ? 

You should normally agree to this by typing y . When the system is running 

again, you should look in the special d irectory I lost+ f ound into which such 
orphaned files are placed. The file will be given a name in this d irectory 
which is a string of digits based on the inode number displayed in the 
message displayed by fsck. In the above example, the file would be given 
the name 1234. 

You should periodically check the contents of the lost+ found directory on 
your filesystem. Any file found should be recovered back to its rightful place 
in the filesystem if it is still required. 

For more information, refer to fsck(8). 
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One of your tasks as System Administrator is to check that the disc usage is 
not increasing so quickly that one or more of the disc partit ions suddenly 
becomes full. One problem is that some system processes run endlessly and 
freely create data, much of it of little interest, and this builds up. 

Every now and then you should rype the command df to see how parts of the 
disc are getting on. You can see from the output the spare capacity of each 
partition. For example, from the root directory type: 

df 
kbytes 

34983 
663 

Fi lesystem 
/dev/stOa 
/ dev/ r f dfl024 

used 
32010 

10 

avail capacity 
2 623 92% 

586 2% 

Mounted on 
I 
/mnt 

The above example shows the disc usage of an internal hard disc and a 
mounted .floppy disc. The first column shows the device name on which the 
fitesysteq~ .. is.. . .running; subsequent columns show the total amount of space 
available, the space used, the space left to be used, how much has already 
been taken up in percentage tt:rms and finally the directory on which the 
filesystem is mounted on. 

Note that the used+avail total is less than the amount of total space given 
in the kbytes column. This is because the system reserves a fraction of the 
space in the filesystem to allow its filesystem allocation routines to work well. 

The amount reserved is usually about 10% of the total capacity of the disc, but 
this can be changed using tune fs. For more information, refer to tu ne fs(8). 

If the percentage figure in the capacity column is approaching 100%, then 
you will need to delete some files to make more space. For example, the 
internal hard disc is up to 92% capacity and so files may need to be deleted 
shortly. This is not as distressing a prospect as it sounds, for you will find that 
there are many things you can delete without having to start deleting precious 
user files or your favourite games programs. 

The UNIX filesystem is notorious for creating huge files in all sons of 
hidden locations and it is your job as a System Administrator to ensure that 
these files do not build up to any significant extent. 
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Files tend to build up in the following places: 

• I dev - sometimes programs change d irectory to this directory and then 
crash, leaving core dumps. Or someone logged in as root can mis-spell a 
device name for output, perhaps to a floppy disc and leave an enormous 
file here. 

Typing du I dev will give a quick check for this sorr of thing. A small 
number should be output as the size of the directory itself. 

• ltmp - tempora~y files (programs should clean up after use, but they 
often don't). You should make sure that your startup procedure, and/or 
your cron tables provide for clearout of this directory. 

• lusr ltmp - this is less used than /tmp, but should be checked 
periodically. 

• / usrlspoo l /uucp- there are files LOGFILE and SYSLOG which leave 
a blow-by-blow account of what went on and how long it took. These 
should be deleted periodically. The program uuc l e an can assist in 
tidying up this directory. 

• lusrlspoolluucppubl ic - files arriving from remote systems often 
come here. The intended recipients should be told about them. 

• lusrlspoollmail- mail arrives here and should be read when it 
arrives and the important parts moved t<;> appropriate places. .. .. .... 

• /us r l adm - you may wish to delete files kept in this d irectory as you 
will have to keep archiving and/or deleting the ever-increasing amount of 
data kept in here if it is not to consume endless disc space. 

Two large files in lusr/adm that you can quite safel y delete are acct 

and l ast log. acct is just a file that contains a record of the execution 
of all processes on the system and last 1 og just records logins. 
Accounting is really only needed if you are charging for use of the 
s:ystem, so normally you are quite safe to remove these files. 

To resume accounting at any time, just type: 

touch / usr/adm/ acct 

and reboot the machine. Accounting will be started again . 

. 
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Finding and removing 
large files 

A handy method of finding large files is to use the f i nd command with a 
couple of options to refer to specific classes or sizes of files. For example: 

find/. -size +100 -print 

This command will display the names of all the files in the filesystem that 
are greater than 100 blocks. You can then decide which of these files you wish 
to delete. 

The above command can be further refined so that it only displays large files 
that have not been used for a specified number of days. For example: 

find/. -atime +14 -size +100 -print 

The above command will display the names of all the files in the filesystem 
that are'greater than 100 blocks in size and have not been accessed in the last 
14 days. ·· 

.. •.. .. ... 
T o display files which haven't been modified, rather than haven't been 
accessed in the above example, use fi nd with the -mt ime opt ion. For 
example: 

find/. -mtime +14 - size +100 -print 

This command will display the names of all the files in the filesystem that 
are greater than 100 blocks in size and which have not been modified in the 
last 14 days. 

Note that the list of files that you receive from each of the above examples 
will also include program files, such as those that live in /bin. Running these 
programs does not affect their access or modify times so they will be 
included in such a list. Therefore, it is more useful if you use the above 
commands to search specific directories of your filesystem. 

For example, if the machine is left switched on most of the time, the I t mp 
directory that is usually cleared out during the &tart up procedure, may need 
to be deleted occassionally. Other temporary directories (/usr/tmp ) can 

also be checked. 

Therefore, you could further refine your find command to search these 
directories only and also add another option to delete any such files found. 
For example: 

find /tmp /usr/tmp -ctime +2 -exec rm -rf {} \; 
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Filesystem 
maintenance scripts 

This command will delete all the files and sub-directories found in ltmp or 
Iu s r I t mp that have have not been changeJ in the last two days. The - e t ime 
option checks whether the file has been changed, where changed means that 
either the contents of the file or some attribute of the file has been changed m 
the last two days. 

The - r f option to rm ensures that sub-directories are removed also, and no 
messages are output concerning files. 

This type of command. could be inserted in your crontab fil e and run every . 
day at l.lOam every morning. For example: 

10 1 • ' • find / t mp /~sr/t~p - ctime +2 - exec rm - rf (} \ ; 

If you want to perform more than one task when you 'clean' the d isc it is 
better tO put the tasks to be executed in a shell script and arrange for cron 
to execute that , rather than have a large crontab file for cron to repeatedly 
search through. For example: 

10 1 * * * letclclean~disc 

In this case the commands would be placed in a (Bourne) shell script called 
/etc/clean- disc. 

For more information, refer to cron(8). 

.... .. .... 

To help you to keep your system healthy, . there are three scripts on your 
system in the directory / usr l adm called daily, weekly and monthly. 
These 'housekeeping' scripts remove all unwanted files on your disc, check the 
state of the filesystem and can be altered quite easily to suit the specific 
requirements of your system. 

You should run the above scripts manually at the end of each day, week or 
month. More favourably, providing you keep your machine on all the time, 
you can run these files at set times during the night by placing an entry for 
each of them in the crontab file on your system. 

The next few sections describes what each shell script does by examining each 
major part of the script. By understanding what the scripts do, you should then 
be able to modify them accordingly to suit the specific requirements of your 
system. 
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The first part of the daily script runs six different find wmmund~ ti 11H 

search for and remove scratch and junk files found in the filesystcm . 

The first find searches in /tmp and deletes a ll the files found in h (' ll' th111 

have not been accessed in the past three days: 
• 

f ind / tmp - at irne +3 -exec rm -f li \ ; 

The second find searches in /tmp for directories, other than a l osL ~ 1 011 111 1 

directory, that have not been modified in the last day and deletes them: 

cd / t mp; find . ! - name • ! - name l ost+found -type d \ 
- mtime +1 -exec r mdi r { ) \ ; 

The third find searches in / u sr/tmp for any files, other than fi les found In 
a lost+found directory, that have not been modified in the last seven u 11y~ 

and deletes them: 
. . .... .. ... . 

cd /usr/tmp; f ind -name . ! -name lost+found \ 
- mt ime +7 - exec rm -f 1) \; 

The fourth find searches in /us r /tmp for any directories, other than 11 

lost+found directory, that have not been modified in the last day ttnd 
deletes them: 

cd /us r / tmp; find . ! -name . ! - name lost•found -type d \ 
- mtime Tl -exec rmdi r l l \ ; 

The fifth find searches in / usr/ preserve for any files that have nor been 
modified in the last seven days and deletes any such files found: 

find /usr/p~eserve -ntime +7 -exec rm - f {) \ ; 

The sixth find searches through the entire filesystem, ignoring NFS mounted 
directories, looking for the following types of files: 

[ #, 1 * 

. # * 

a .out 

all files beginning with a '#' or a ', '. This is a standard 
naming convention used to denote temporary files. 

all files beginning ' . #'. This is another naming 
convention that is used to denote temporary files. 

all files nameed a . out. This is the default name given 
to output files produced from C programs. 
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core all files named core. This is the default name given to 
core image files. 

* . CKP all files ending in '. CKP'. This is the name given to 

temporary checkpoint files created by some editors . 

. emacs [ 0- 9) * all files beginn ing'. emacs _ ' followed by a number 
between 0 and 9 and then any string of characters. This is 
the name given ro temporary checkpoint files created by 
emacs. 

Any of the above files found that have not been accessed in the last three 
days are deleted, using the command, rm -f. For example: 

find I - fstype nfs - prune -o \ ( -name ' ( t, J •' -o -name '.t•• -o - name a.out - o 
-name core - o - name '*. CKP ' -o - name ' . emacs_ [0-9 ] • ' \ ) 

-a - atime +3 -exec rm -f (} \; 

The next part of the script, runs the command: 

msgs -c 

This command removes all system messages contained in the file lus r lmsgs 
that are more· than 21 days old. For more information , refer to msg s(l). 

If you have system accounting set up on your machine, the next part of the 
shell script can be used. It is initially commented out on your system by the 
'If symbol at the start of each line: ·· ···· 

#echo " " 
#echo ''Purging accounting records :'' 
itletclsa - s > /devlnull 

If you. remove the hash symbols from each line, the command sa will be 
invoked, which will t idy up the accounting files contained in I usr I adm. For 
more information, refer to sa( B). 

The next part of the script runs calendar for all users on the system that 
have a file named ca l endar in their home directory: 

echo "" 
echo ''Runn ing calendar :'' 
calendar -
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The cale ndar file contains a list of commands that are to be run :u c:~· nnln 
times in a similar manner to entries in the crontab file. For IIHIII' 

information , refer ro c a lendar(!). 

The next part of the da i 1 y script checks to sec if the system b lngglnu 
debugging messages in the file lusrlspoolldebugging as detcrmirwd hy 
the following line in the system configuration file I et cl syslog . conf: 

#* . debug lusrlspoolldebugging 

This is initially commented out, but debugging. can be started by removing the 
bash symbol from the line and rebooting the machine. All system dehu~~otln14 
messages issued by the kernel will then be logged in the fi le 
/usr/spool/debuggi ng. 

If system debugging is running, then the debugging messages for the day ur·e 
moved . to" ti:J.e file /us r I spoo l I debuggin g . old and a new debugging fik· 
is created: 

if [ - f /usr/spoo l ldebugging ); the n 
e cho "" 
echo ''Rotating debugging log '' 
mv / usr /spool/debuggi ng /usr/spool/debuggi ng . o ld 
cp / devlnull /usr/spool/debugging 

fi 

Therefore, the debugging messages for your system are kept for only one-J ay 
before they are removed. The debugging messages are th~s rotated over a one 
day cycle. For more information, refer to syslogd(8). 

T he next part of the script performs a seven-day rotation of the mai l system 
log file lusr I spoollmqueuel syslog. Again, this may or may nor he 
running depending on the 'setting of the following line in the system 
configuration file I et c l s ys l og. con f : 

mail .debug l usrlspoolldebugging 

This is initially set to be running on your system. For more information, refer 
to s yslogd(8). The file syslog in lusrlspool / mq ueue records all ma ll 
messages that passed through the system. 
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By saving these files each day an accurate record is available of all the mail 
messages that have passed through the system in the last seven days. This is 
very useful for debugging purposes when there are problems with the mail 
system: 

echo "" 
echo '' Ro tating mail syslog :'' 
cd /us r/spoo l /mqueue 
rm sys log . 7 
mv syslog . 6 
mv syslog . S 
mv syslog . 4 
mv syslog . 3 
mv syslog . 2 
mv syslog . l 
mv syslog . O 
mv syslog 
cp /dev/null 
chmod 644 
kill -1 ' cat 

sysl,og . 7 
syslog . 6 
syslog.S 
syslog . 4 
syslog . 3 
sys l og.2 
syslog.l 
sys l og . O 
sys log 
syslog 
/etc/syslog .pid' 

The next part of th e daily script runs the shell script 
/usr/lib/uucp /clean . daily that rotates the UUCP log files in a 
similar fashion to the mail system log files, keeping them for a seven-day 
period before deleting them. This will only be relevant if UUCP is running 
on your system: 

echo "" 
echo ''Cleaning up UUCP : '' 
su uucp << EOF 

· /usr/lib/uucp/clean . daily 
EOF 

The next part of the script runs fsck with the - n option to prevent it from 
writing to the filesystem, in the event of an error being found: 

echo "" 
echo ''Checking filesystems : '' 
sync 
/etc/fsck - n I grep -v ' A\*\* Phase ' 
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The weekly script 

• 

The final three parts of the script run a set of commands to show 1 hl' ~1111\1 of 
the system. 

The command df is run to show disc usage. Followed by the cumnwnd uw l I •J 
to show the activity of the mail daemon and finally the command uu s n t1p 1h111 

will· give a quick snapshot of the activity of the UUCP system if it 1~ fllllll lll l,l 

on your system: 

echo ''Checking subsystem status: '' 
1 echo "" 

echo "disks :" 
df 

echo "" 
echo "mail:" 
mailq .. 

. . .. ,. .. ... 
echo "" 
echo "uucp:" 
uusnap 

The first · part of the weekly shell script searches through all the uwcr 
directories on the system in /usr/users for all the '.o' files thnt 11ft' 

generated by the C compiler, cc. If any of these files have not been acCctl cd 
for more than 21 days, they are removed: 

J Comment out the next ~hree lines if you dont want user .o fil es purged 
echo "" 
echo "Removing old . o files:• 
find /usr/users - na.-ne '• . o ' - atime +21 ~print -a -exec rm - f ! I \ ; 

As indicated by the comment included above the command, if you do no1 wl~h 
to remove these files comment out the command completely, by insen inj.l 'H' 
symbols at the beginning of each line . 

The next part of the script performs a four-weekly rotation of the sySil"lll 

messages _file /usr I adm/messages. This may or may not be runnl1114 
depending on the setting of the following line in the system configuration (Ill' 
/etc/syslog.conf: 

kern. debug ;daemon,auth. notice; •. e r r; mall . crit /usr I adm/messages 
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The monthly script 

This is initially set to be running on your system. For more information, refer 
to syslogd(8). The file messages in lusr I adm records all the messages 
that are issued by the system including error messages, reboot commands etc. 
By saving these files every week for four weeks an accurate record is 
available of all the system messages that were generated by the system in the 
last four weeks: 

echo "" 
echo "Rotating messages: " 
cd lusrladm 
rm - f messages.3 
mv messages .2 messages.3 
mv messages.! messages.2 
mv messages.O messages . ! 
mv messages messages.O 
cp /devlnull messages 
chmod 644 messages 
kill -1 'cat letclsyslog.pid' 
cd I 

The final part of the script, rebuilds the find database using the shell script 
updatedb in /usr/lib/find. This reads in all the pathnames in the 
filesystem, ignoring NFS mounted directories, and stores all these pathnames 
in a database file named find.codes in the directory lusr/liblfind. 
For more information, refer to find(!): ·· ···· 

echo "" 
echo "Rebuilding find database :" 
su nobody << EOF 2> ldev/null 

lusrl lib/ findlupdatedb 
EOF 

The month 1 y script firstly checks to see if your system is running log in 
accounting, by checking for the existence of the file lusr I adm/wtmp: 

if [ -f lus r ladmlwtmp ]; then 

If this file exists, then the script runs the command ac with a sort option to 
give a neat summary of the use of the machine by each user: 
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Running the scripts using 
er on 

Reading the mail 
messages produced by 
the scripts 

echo " " 
echo "Do ing login accounting :" 
/etc/ac -p 1 sort - nr +1 

For more information, refer to ac(8). 

The final pan of the script performs a three-monrhly rotat ion u( tlw 
/us r / adm/ wtmp file: 

echo "Rotating wtmp file : " 
cd /us r/adm 
mv wtmp. O wt mp . l 
mv wtmp wtmp . O 
c p /dev/null wtmp 

The cront a b file located m /us r /l ib/crontab on your system a lrcr~Jy 

contains enthes for the 'housekeeping' scripts just described: 

# 
# Run the daily scrip c at 1 am every day 

• 0 1 • • • 

* 
r oot /bin/sh /usr/adm/daily 2>&1 I mai: root 

4 Run the weekl y scrip~ at 2am on Saturday 

r oot /bin/sh /usr/a-:imh>eekly 2>&: I :nail root 
f 

I Run •he monthly script at 3~ on the :irst of the mont t 

• 
roo't: /bin/sh /~sr/ad~/mon~hly 2>&1 I r.ai l roe~ 

As indicated by the comments in the crontab file, the daily script is run at 
01.00 am every day, the weekly script is run at 02.00 am every Saturday and . 
the monthly scripr i..; run at 03.00 am on the first of every month. 

In all cases, any error messages produced are redirected to standard output 
( 2 > 1) and then all this information is sent as a mail message to root . 

A t any t ime you can check what 'housekeeping' has recently been done cH) 

your system by typing: 

mail 
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You will see the following types of messages displayed, possibly 
interspersed with other messages that have been sent to you: 

u 1 root Sat Mar 18 01 : 03 48/1309 "daily run output " 
0 2 root: Sat Mar 18 02:31 17/369 "weekly run output" 
0 3 root Su::> Mar 19 01 :02 48/1309 "daily run output" 
u 4 root Mon Har 20 01 : 02 48 /1309 "daily run om:put" 
u 5 root Tue Mar 21 01 :03 48/1309 "daily run output." 
u 6 root Wed Mar 22 01 :02 48/1309 "daily run output" 
u 7 root r hu Mar 23 01 : 02 4 8/130 9 "daily run o utput" 
u 8 root Fri Ma r 24 01 :02 48/1309 "daily run output" 
u 9 root Sat Ma r 25 01:03 48/1 309 "daily run o utput" 
0 10 roo t Sat Mar 25 02:31 17/369 "weekly run output" 

It is good practice to read these message at the start of each day, just to check 
that no serious errors were produced by any of the commands executed in the 
scripts. If no errors were produced, then you are free to delete the messages. 

.. .. .... 
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Backing up the filesystem 

Introduction 

Available commands 

As an efficient System Administrator you will need to take regular backups 
of all the data which you have changed. You will need to take full backups of 
everything on the disc, and incremental backups of everything changed since a 
cenain date, usually that of a previous full backup. 

There are three sets of commands that you can use for performing backups: 

• tar ( 1), 

• cpi o (l) 

• dump(8) and restore(8). 

All of the above commands are useful for performing backups as they 
preserve the access permissions, owners and groups of files and even the 
modification date. In the case of ep·io · the file access date is also 
remembered and restored. 

Of these commands, t ar and cpio are often used for copying data from one 
machine to another, as they produce a single large file out of several smaller 
ones, saving information about sub-directories etc. 

d ump and rest ore are used for performing full and incremental backups of 
the filesystem, so you will need to become familiar with them and use them 
to organise a backup schedule for your system. 

A collection of sample shell scripts are available on your system that provide 
you with an easy to use method of performing full and incremental backups 
of your system. These scripts and how to use them, are described at the end of 
this chapter. 

The following sections discuss each of these commands m turn and show you 
how to use them. 
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Using tar 

Archiving files using tar 

62 

tar (short for tape archiver) is the program most often used for copying 
software and data from one UNIX system to another. It produces one large 
file out of several files, but the internal headers separating each of the 
constituent files are composed of text strings in a ~tandard format. These 
headers are usually insensitive to byte-ordering, word sizes or alignment of 
the machine on which tar is run. Therefore, tar archives are said to be 
'portable' , and versions of it are often available on non-UNIX systems also. 

Whilst tar files may be portable, any binary files which tar copies across 

will not be, and thus archives of binary files should only be made where the 
files are to be recovered onto a similar machine. · 

To archive files onto a floppy disc using tar, firstly make sure that you are in 
the console terminal window so that you can see any error messages that may 
be disphiyed during the archiving process. 

. . ... ..... 

Before using tar, you need to format the floppy disc you are going to use. 
This is done usmg the command ffd(8). Insert the d isc in the disc drive and 
type: 

ffd 

ffd (short for format floppy disc) formats the disc by default in the standard 

ADFS-style D format which stores approximately 800K of data. The device 
name that corresponds to this fom\at is displayed during formatting. For 
example: 

Commencing format of /dev/rfdf1024 
Commencing read check 
Format completed sat isfactorily 

Once formatted, you can create an archive of any file in the system onto 
floppy disc. For example, to write the contents of the directories di r 1 and 

di r2 to floppy disc in tar format, type: 

tar c vf / dev/ rfdf10 24 dirl dir2 

The c option denotes that an archive is to be created, the v option tells t ar to 

give a verbose account of it's activi ties and the f opt ion denotes the name of 

the device onto which the archive is to be made. 
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Using cpio 

It is most importan t not to use 'absolute' pathnames (ie file pathnames 
starting with ' / '), as this will create the corresponding pathnames on the target 
system to which the files are copied, without giving you any opportunity to 
divert the files elsewhere. 

Pathnames should either be the contents of the current directory, as denoted 
by ' . ', or a subdirectory and/or files within th e current directory. 

Also, pathnames should not be longer than 100 characters (the maximum 
allowed for in the header), and the directory from or to which files are 
copied should not have a pathname longer than 50 characters owing to a bug 
in many versions of tar. 

To list files you have archived, type: 

tar tvf /dev/rfd£1024 

To recover the files in a tar archive onto another RISC iX machine, change 
directory to where you want to put the files, insert the floppy disc and type: 

tar xvf /dev/rfd£1024 

The files on the floppy disc will be read into the current directory, provided 
that the archive does not contain absolute pathnames. If this is the case, then 
the files will be recovered into the places specified in the pathnames. 

To recover the files in a tar archive on-to ·another UN IX machine with a 3.5" . 
floppy d isc drive, change d irectory to where you want to put the files, insert 
the floppy d isc and type: · 

tar xvf / dev/ fdname 

where fdname is the device name of the floppy disc drive. 

For more information, refer to tar(l) and ffd(8). 

Sometimes the program cpio (short for copy in and out) is used to store 
archives. This is not available on a ll UNIX systems, and there are less 
implementations on non-UNIX systems than with tar. T he archives are less 
portable than tar, in the sense that the binary headers used to separate the 
constituent files are sensitive to byte-ordering and word sizes and alignment. 
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Archiving files using cpio 

There is a - c option which may be used to save text string headers like \ u t • 
but alas not all versions of cpio support it. 

On the other hand it is very much easier to recover individual files from :t 

cpio archive than from a tar archive. With tar it is usually easier lo 
recover the whole archive and then to delete un wamed files. (tar does have 
a - w 'wait' option that allows select ive files to be recovered, but this requ ire~ 

a response from the keyboard for each file.) 

T o copy a file onto a floppy disc using cpio, firstly format the floppy disc 
using the command ffd(8) as detailed in the previous section. Also, make 
sure that you are in the console terminal window so that you can see any error 
messages that may be displayed during the archive. 

A lthough··.cp i o can be used in a similar fashion to tar, cpio archives are 
' 

usually created using an option to the command fi nd (l) . As with tar, care 
should be taken to make archives relative to the current directory ra ther thon 
the absolute directory. 

For example, to create a cpio archive of the contents of the current directory 
to a previously formatted floppy disc, type: 

find . -cpio / dev/ rfdfl024 

To list the files you have archived, type: 

cpio - itvB < / dev/ rfdfl024 

T o restore the files you have archived, type: 

cpio -idmB < / dev/ rfdf1024 

To use the character headers - c option, the corresponding commands arc: 

find . -ncpio /dev/ rfdf1024 
cpio -ictvB </dev/ rfdfl024 
cpio - icdmB </dev/rfdf1024 

However the -c option may be left out of the last two commands, ns C' P 1 o 
detects and adjusts for the format of the archive. 

64 Backing up the fllesystom 



Archiving selected files 

Further processing of tar 
and cpio files 

Pattems may additionally be inserted m the save option (ie m find) to select 

which 'files to archive, thus: 

find dir1 dir2 dir3 -mtime -5 -cpio /dev/rfd£1024 

would save files in the specified directories d~rl, dir2 and di r 3 that had 

been modified in the last five days. 

Moreover patterns may be inserted m the recover option to select which files 
are to be recovered thus: 

cpio - idmB '*acct*' </dev/rfd£1024 

would recover all files containing the string acct . 

For more information, refer to fi nd(l) and cpio(l). 

One of the major drawbacks of using e ither tar or cpio , is their inability to 
cope with archiving files that extend over more than one floppy disc. To 
circumvent this problem there are a couple of uti li ties chat you can use either 
singularly or in combination. 

Compressing the file using compress 

Rather than outputting the archived files immediately to a file or floppy disc, 
a '- ' may be specified to denote the standafd output for further processing, in 

particular to compress the resulting file so that it'Can fit on one floppy disc. 
0 

The command compress(!) can be used to compress data such as source 
code by as much as 60%. For example, to produce a compressed version of the 
tar archive of the directories di r1 and di r2 onto a floppy disc, type: 

tar cvf - dir1 dir2 I compress - v >/dev/fd£1024 

The - v option used wi th compress will display the amount of compression 

achieved on the given file. 

T o recover the archived directories from floppy disc, change directory to 
where you want to put the files, insert the fl oppy disc, nnd type: 

uncompress < /dev/fd£1024 I tar xvf -

For more information, refer to compress(l) . 
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Archiving files over multiple floppy discs using dsplit 

You can also use the RISC iX utility dsplit(8) if the standard output 

produced from tar or cpio, even after compression, extends over more rhan 
one floppy disc. 

dspl it is a general util ity that enables you to take a data stream produced 
by whatever means (usually tar or cpio) and copy it onto a sequenced 
series of floppy discs. dspl it is fully interactive, providing prompts ro 
insert new discs and optionally, to format floppy discs as required. 

For example, if you have a large directory (bigdir) to archive, insert a 
floppy disc and type: 

tar cf- bigdir I compress I dsplit -£ - t "large dir" 

where lar ge d ir is the title given to the inserted floppy disc, as denoted by 
the -t · opi:'ro~. The -f option by default formats each disc in ADFS-style D 
format , before writing information to the disc. 

The above command firstly produces a tar format of the directory, which is 
then piped through the compress program. The result of which is written 
onto several floppy discs, as controlled by ds p lit. 

As the archive proceeds, dspl it will prompt you to insert and name new 
floppy discs, systematically formatting and then writing out the data to 
floppy discs until the archive is complete. 

To recover the archive made in the above example, insert the first floppy disc 
and rype: 

dsplit I uncompress I tar xf -

dspl it will read off the disc the title you gave to the archive (large d i r ) 
and ask you for confirmation that this is the right disc set before continuing. 
For example: 

Disc has tit l e 'large d i r' . 
Do you want t o continu e? (Y/N) 
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Using dump and restore 

dump 

Type y at this prompt. The restore will start and dspli t will prompt you to 
insert the discs in the order in which they were archived, until the restore is 
complete. 

For more info rmation, refer to dspli t (8). 

Unlike tar and cpio, which are useful for storing specified parts of the 

d irectory structure, possibly for transfer to other machines, dump and 
restore are used for performing full or incremental backups and recovery . 
of the physical devices that comprise the filesystem. 

Using dump to perform backups is a very thorough means of ensuring the 
integrity of the information on your system. However, you will find there arc 
problems when you cry to use dump with floppy d iscs as the backup media. 
For example: 

• You will use a very large number of discs and waste a lot of time. A full 
backup of the entire filesystem takes about five hours, requires constant 
attention and uses approximately 45 d iscs. 

• You have to beware of inserting previously used discs of any sort during a 
backup. d ump doesn't complain and will happily write over the disc. 

Therefore, you must separate the discs which you have used from blank 
discs by labelling them immediately after you have removed them from 
the drive. . ·•. · ··· . 

• Restoring information from a backup is time consuming if you arc 
searching for just one file. You have to restore the whole backup, then 
selectively pick out the file you need. 

Due to the above problems, it is recommended that you only use dump for 

making regular backups of your system if an alternative backup media is 
attached to your system with a large storage capacity. For example, a hard 
disc or tape streamer. 

If you h:we to backup your system using floppy discs, it is recommended that 
you use dump once, to backup the entire filesystem with a level 0 backup. 
From then on, make backups of directories and files that are regularly 
changing using tar or cpi o together with compress and dsplit . Although 
these programs lack the functionality of dump for performing backups, they 
are much more suited for use with floppy discs. 
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dump has a system of 'level numbers', from 0 to 9, which may be used 111 

control whether a full or incremental backup is to be performed. A file b 
saved if it has been modified since the last backup of the same or a higher· 
numbered (and thereby lower priority) level. 

When you first receive your system, you need to perform a level 0 backup, 
which will make a copy of everything on the filesyscem. Although this takes a 
long time and uses a lot of floppy d iscs, you ensure that you have a backup 
copy of the original file structure to fall back on should you accidently delete 
an important file. 

When you use dump, the access permissions, owners and groups of files saved 
are preserved, so you can only use this program if you are root . 

For example, to perform a level 0 backup of your filesystem, usmg floppy 
discs as the .backup media, type: 

. . ... ~ . ... 

dump OFu ldevlrstOa 

The 0 option indicates that you are doing a level 0 backup, the F option th<'t 
you are dumping to the floppy disc device (/ dev I r f d fl 0 2 4) and the u 
option writes a record of the backup to the file I et c I dumpda t e s . 

A level 0 backup can be taken more efficiently by using dump in conjunction 
with dsplit and compress. For example: 

dump Ofu - / dev/ rstOa I compress I dspli t -f -t "level 0 bac.<up" 

There is also a shell script in /usr/adm/dump called zerodump which you 

can use to perform level 0 backups of your system. For more information, 
refer to the section entitled Using the backup scripts later on in this chapter. 

For more information about using dump, refer to dump(8). 

To restore files from a set of floppies, use the restore command m the 
following form: 

cd I 
restore rf /dev/rfd£1024 

• If the backup was taken using compress and dsplit, type: 

cd I 
dsplit I uncompress I restore rf -
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Sample backup scripts 

If the disc has been so badly corrupted that you have to restore a level 0 
backup in this way, you will not be able to run restore. In such cases you 
should contact your support person to obtain a new copy of the system files, 
and thereafter reload your incremental backups in this way. 

restore is more commonly used for retrieving individual files that have 
been accidently deleted. To recover single files, use rest ore with the -i 
opt ion set. For example: 

cd I . 
restore if ldavlrfdf1024 

After reading in the information from the d isc, restore goes into interactive 
mode, givi~g you a shell-like interface that allows you to move around the 
directOry tree to find and extract the file you are looking for. 

If used in conjunction with dspl it and compress, type: 

cd I 
dsp1it I uncomprass I restore if -

For more information, refer to restore( B). 

Once you have performed a levd 0 backup of your system, you need to do a 
series of incremental backups to save the--changes you make when you start 
using the system. 

If you have a backup media with a large storage capacity, you are more likely 
to use dump for backing up the information on your system, so it is important 
that you quickly effect a schedule fo r performing backups. 

To help you organ•se backups for your system, the directory 
I us r I adml d ump contains some sample shell scripts, that you may wish to 

use initially if you are unsure about how to perform backups. After a while, 
you can begin to tailor these scripts to sui t the needs of your system. 

The name of the files contained in this d irectory and their uses are as follows: 

• zerodump - a simple script that performs a level 0 bnckup of your 
system. 
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• incdump - a backup schedule that performs daily ami wc\.'k ly hm·~up~ 

of your system. The schedule is initially set up to run over rlw l' lll ll ~t~ 111 

six weeks. 

• nextdump - tells you the next level of backup to be performed 1111d h 11W 

the backup media should be labelled. 

• config - a configuration file for the backup scripts comained In thl ~ 
directory. 

• dumpdates - a text file that is created when the first backup is Cl ll' t' i ~'d 
out on your system using these scripts and subsequently rcC1)rJs CV(' ty 

backup that is performed. Th is file will be useful to refer tn whl.' t1 y11 11 

need to restore information that you have backed up. 

• day.n o - a text file that is updated by the backup scripts and cont nl"~ 

infonnation about the next daily backup to be performed. 
• •• 0 . .. . ... 

• weekno - a text file that is updated by the backup scripts and conmln~ 

information about the next weekly backup to be performed. 

The scripts are initially set up to perform full and incremental backups nvcr 
the course of six weeks of the the root filesystem of the internal hard dl~l' 
(/ dev I s t 0 a), using the floppy disc (/ dev I :r::f df 10 2 4) as the backup device. 

For information on changing this default state, refer to the section Cun.fiJZt~.rll1f.l 

the backup scripts, towards the end of this chapter. 

The backup scripts use a backup schedule for your work consisting nl 
incremental backups at various levels according to the 'Tower of H;.nul' 
backup schedule. 

Before using the backup scripts you need to appreciate how this schcduk 
works in order to be able to restore any of the information that you backup 
and, should the worst happen, be able to restore the entire filesystem us lt1g 
incremental backups. 

The schedule begins from the last time a level 0 backup was taken. it b 
recommended that you take a level 0 backup each month or whenever yn11 
make any major changes to the filesystem. A new set of d iscs should be used 
for each level 0 backup and labelled MONTHLY- 01. These d iscs should he 
stored away from your premises and re-used after a reasonablt: time period. 
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For example, it is recommended that you adopt a three-monthly cycle of level 
0 backups (MONTHLY-01 to MONTHLY- 0 3). After three months, you use the 
MONTHLY- 0 1 discs again. 

The schedule performs daily and weekly incremental backups over the course 
of a six-week cycle. The weekly backup uses a different set of discs each t ime 
labelled WEEKLY- 01 to WEEKLY-0 6. Different levels of daily backups are 
taken four times over the course of a week, labelled DA I LY- 0 1 to DAILY- 04. 

The daily sequence restarts after each weekly run and can be up to eight sets, 
but is usually four. A schematic of the disc sets required, is shown below: 

. I 

Monthly-01 Monthly-02 Monthly-03 ' 

Weekly-01 to Weekly-06 
-

01 02 03 04 05 06 

Daily-01 to Daily-04 

... . ~ . . 01 02 03 04 . 

Therefore, ten different sets of discs are required to run the weekly and daily 
schedules, plus extra sets for each level 0 backup. 

At the beginning of the six week cycle, a level 0 backup is taken. Following 
this, a series of four daily backups from Monday to Thursday are made at 
various levels from 2 to 5 using disc sets DAILY-01 to DAILY-04. The 
weekly backup is taken on a Friday, using disc set WEEKLY-01. The following 
week, daily backups are taken as before, using the daily disc sets DAILY-01 

to DAILY-04 and another weekly backup is taken on Friday, using disc set 
WEEKLY-02. 
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Using nextdump 

After another rwo weeks, a level 0 backup is taken using a fresh ~l' t 11f dl~\ •· 
A further two weeks elapse before the six-week cycle is repea ted und 1lw 
weekly d isc sets are re-used. A lthough slightly complex in nnlnrc 1 h i~ 
approach ensures that you always have two recent backup copies of n fi le 1 hut 
is changing daily. 

The levels of backup taken during a six-week cycle are shown below: 

Monthly 
Daily Weekly 

' Wednesday ' Thursday Monday Tuesday Friday . 
Level 0 Level 3 Level 2 Level 5 Level 4 Level 1 

• 

Level 3 Level 2 Level 5 Level 4 Level 1 
. 

Level 3 Level 2 Level 5 Level 4 Level 1 
' ... .. ~' ... . 

Level 3 Level 2 Level 5. Level 4 Level 1 
• 

Level 0 Level 3 Level 2 Level 5 Level 4 Level 1 

Level 3 Level 2 Level 5 Level 4 Level 1 

For example, if your system crashes on Wednesday of week 2, before the 
level 5 dump is taken, you . can perform an incremental restore nf the 
filesystem using the level 0 backup taken at the beginning of the cycle , 
followed by the previous weeks' level 1 backup (disc set WEEKLY-0 I ) and 
finally the level2 backup (disc set DAILY-02 ). 

To help you find out which disc set is needed on a particular day, use the 
utility nextdump. This will display the next backup to be taken in the 
schedule and also the d isc set to be used . For example, at your normal shell 
prompt, type: 

next dump 

Daily d ump required , level 3 , u s e discs DAILY-01 

This ut ility is best used by placing it in your crontab file and invoking it at the 
time of the day you normally do your backups. For more information, refer to 

the section Adding the backup scripcs to the crontab file, later on in this chapter. 
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To perform a level 0 backup of th e filesystem using floppy discs as the 
backup media, you will need at least 45 formatted discs and a lot of time - a 
level 0 backup takes about five hours to perform. 

To begin a level 0 backup of the filesystem, log in as root in the console 
window and type: 

zerodnmp 

The following messages will be displayed: 

Zero dump • 

Enter the disc set na me for I (eg : mo nt h l y-01) : 

The disc set name refers to a generic name that you should label on all the 
discs for this particular bac~up. For example if you are performing a level 0 
backup for the second month of the three-month cycle, the disc set could be 
labelled monthly- 02. 

Enter a name for the disc set and press .J . The following messages will be 
displayed: 

About to dump I t o di sc ser i es monthly-02 
Press return when t he f irst di s c i s ready 

Insert the first backup disc and press ...J, .The standard set of messages issued 
by the dump program are displayed, detailing the date of the last level 0 
backup and estimating the number of discs needed to perform this new 
backup. 

The backup then begins; information is read from the internal hard disc and 
copied onto the inserted floppy disc. When the disc becomes full, you will 
be prompted to insert a new disc. For example: 

' DUMP: Cha nge Tapes: Mount ~ape f 2 

Message f r om t he dump p rog ram t o al l operators a t 11 :33 . . . 

CHANGE TAPES! 

DUMP : NEEDS ATTENTION: New t ape mounted a nd re~dy? : (" yes " o r "no" J 
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Do not be put off by dump asking for tapes instead of floppy discs. dump CHI'\ . 
now be used with all sorts of backup media. The term 'tape' just refers to any 
moveable magnetic media, such as a floppy disc. 

Remove the first backup disc and label it as d isc 1 of the set ( ie month 1 y-

01/1). Insen a new formatted d isc (labelled monthly-01/2) and type ye s 

followed by .J. The backup proceeds until th e d isc is full when you will 
again be prompted to insen a fresh d isc. 

Continue insening discs in this way until the backup is complete. This will be 
indicated by the following messages being displayed: 

M~ssage from t he dump p r ogram to all operators at 16 :42 
DUMP IS DONE! 

., 

ze r odump: completed 

"· o ;- ,. ~ ''" 

To run incdump from the command line , log' in as root m the console 
window and type: 

incdump 

The following messages will be displayed: 

Incremental dump 

About to dump I to disc series DISC- SET 
Press return when the :irst disc is ready 

Where DISC- S ET refers to the disc set to be used, as specified by 
nextdump . For example, DAILY- 04 . 

Insert the first backup disc with the correct label and press .J. The standard 
set of messages issued by the dump program are displayed, detailing the 
date and level of this backup along with the date of the last backup made. 

The backup then begins; information is read from the internal hard disc and 
copied onto the inserted floppy disc. When the disc becomes fu ll, you will 
be prompted to insert a new disc. 

Backing up the filesystem 



Interrupting a backup 

Configuring the backup 
scripts 

For example: 

DUHP: Change Ta pes : Hount t ape it'2 

Message from the dump program to a ll operators at 11:33 •.. 

CHANGE TAPES! 

DUMP: NEEDS ATTENTION: New tape mo unt ed and r eady? : ("yes" or "no") 

Remove the first backup disc and label it as disc 1 of the disc set. Insert a 
new formatted disc and type yes followed by .J. The backup proceeds until 
t he d isc is full when you will again be prompted to insert a fresh disc. 

Continue inserting discs in this way until the backup is completed. This will 
be indicated by the following messages being displayed: 

Message f r om t he dump program t o al l oper ators at 11 : 42 
DUMP IS DONE! 
incdump: completed 

If you wish to interrupt a backup at any time, you can do so by pressing 
<CTRL-C>. This will be interpreted by the dump program as a request to 
abort the backup,.and you will be asked if you wish to continue. For example: 

' C DUMP: I nterrupt received . 
DUMP: NEEDS ATTENTION : Do you •,;ant to abort· .d.l.lmp?: ("yes " or "no") 

-. 
Typing yes to this prompt, aborts the program, as indicated by the following 
message: 

DUMP: The ENTI RE dump i s aborted. 

Followin~ this, you are returned back to your normal login prompt. 

If you abort a backup in this way, the whole backup is invalidated and you 
will need to start the backup from scratch. 

The c onfig file allows you to change certain parameters that are used by 
the backup scripts. The parameters and their default values are listed below: 

• dump list (I)- an ordered list of the filesystems to be backed up. 

• maxweekno ( 6) - the number of weekly discs in the backup cycle. 
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Adding the backup 
scripts to the crontab file 

dump list 

Initially, the root filesystem (/) of the internal hard disc is backed up. If you 

attatch an additional hard d isc to your system and mount it on the Jirectnry 
/b arid decide that this directory will contain most of the informati11n t hnt 

will be regularly changing on your system, you can change dumpl is t tn this 

parameter: 

set dumplist = (/b) 

In future, the backup scripts will backup the directory /b. If you expand your 

system further, by attaching another hard disc (mounted on I c ) that will also 

have files changing regularly you can add this to dumplist. For example: 

set dumplist = (/b /c) 

The bacl<.Y.P •. scripts will now backup both of the above directories, starting 
with /b. · 

maxweekno 

The maxweekno parameter controls the number of weekly discs in the 

backup cycle. This is initially set to six weeks., but you can change this to n 
longer cycle or a shorter cycle depending on the backup schedule you adopt 
for your system. 

The backup scripts incdump and nex tdump can most easily be used by 

placing an entry for them in the crontab file on. your system. A typical entry 

appears below: 

* ----------------------------------------------------
# Here are a few sampl e e ntries to try out t he backup scripts in 
# /usr/adm/dump .. 

* I Run nexcdump ac Spm each weekday to warn about the impe nding dump 
i for that evening 
0 17 • • 1-5 r oot /bin/csh / usr/adm/dump/ nexcdump 2>&1 t mail r oot: 
t 
t Run i ncdump at 9pm eac h weekday t o do various l evels of backups 
0 Z1 • * 1-5 root /bi n/csh / us r / adm/dump/ i ncdump 2>&1 I mail rooc@uni x 

• 
At Spm each weekday evening, nextdump is run and the output produced is 

mailed to root. 
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At 9pm each weekday evening, i ncdump is run. The status messages 
produced plus an y error messages are sent as mail to r oot. 

Note, it is really only suitable to have an entry for i ncdump in the crontab 
file if you have a large capacity backup media. If you are using floppy discs 
as your backup media, it is very unlikely that an incremental backup will fit 
on one. floppy disc. Therefore, you will have to perform incdump manually . 

• 

. - ....... 
• 

• 
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